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Introduction

This manual describes how to use WinSCP, which can transfer files between your computer and LINUX

servers in a secure way.

When connecting to the Media Center's servers and Private Home Page service (pweb) from

off-campus, users will be requested to connect via VPN (Tunneling) and to use a file-transfer software

which uses SSH protocol and doesn’t save unencrypted password , such as WinSCP.

Direct SSH access is prohibited.

*Users can connect the servers which are managed by each laboratory via SSH.

Refer to ‘Sophia University Website Service’ for making web sites.

Refer to ‘How to use VPN Service’ for connecting servers via VPN.



1. Install WinSCP

1.1. Download Software

Download the WinSCP install package.
Access the website below and click "Installation package".
* The latest version in March, 2022 is 5.19.6. File names or screens depend on the version.

http://lwinscp.net/eng/download.php/

1.2. Installation

Double click the icon to execute the install package (WinSCP-5.19.6-Setup.exe) that you have

downloaded.Follow the instruction on the installer.

Select [Typical installation] for setup type.

B, Setup - WinSCP 5.19 - X

Setup Type
What type of setup do you want?

Typical installation (recommended)
« installs to default destination

« installs all components
« enables most typical features

O Custom installation
« allows full selection of destination, components and features

Help Back Cancel

Select [Commander Interface] for user interface style.

®, Setup - WinSCP 5.19 - X
Initial User Settings
Please, select your preferred user interface options.

(® Commander « two panels (left for local directory, right for remote directory)

« keyboard shortcuts like in Norton Commander (and other similar programs as
E Total Commander, Midnight Commander...)

« drag &drop to/from both panels

(O Explorer « only remote directory

« keyboard shortcuts like in Windows File Explorer

r‘-‘ o drag &drop
H

Help Back Install Cancel

Start WinSCP after installation process is completed.
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2. How to Use WIinSCP

2.1. Connect to Server

(1) When it is your first time to use WinSCP, the login screen will appear.

B WinsCP Login =] & |3
|;']- Mew Site Session

File protocol:

SER -

Host name: Port number:

222
Liser name: Password:
|
Save As.., iv| | Advanced... |V|

| Tools b | | Manage Yl Login ¥ | Close | | Help |

When some servers are registered, the server list will be displayed.

When you can find the target server in the list, select the server name and click [Login].

When the target server is not registered, click [New Site].

B WinSCP Login = = [
l D' Mew Site I Session
" rcc.sophia.ac.ip File protocol:
SERR -
Host name: Port number:
22 le
User name: Password:
Save As.., 1V| Advanced... |V|
Tools V| | Manage - Login v Close | | Help




(2) Enter server information then click [Save As].

B WinSCP Login =] & |3 '

:__1- Mew Site Session

File protocol:
[sFe -

Host name: Port number:

» psophia.ac.jp =

User name: Password:

L5 ...........l

| Save As.., iV |gdvan0ed... |V|

| Toos  w|[ mManage | [ Bloan [¥][ cose || nep

[File Protocol]: SFTP

[Host name]: Host name of the target server (xxx.cc.sophia.ac.jp)

[Port number]:22

[User name]: Same user name for SophiaMail or Moodle (faculty/student ID number)
[Password]: Same password for SophiaMail or Moodle

(3) Enter any name for [Save session as]. Check OFF for [Save password] to keep security then click
[OK].

Save session as site Bl
Folder:
<root= -

[ 7| save password {not recommended)

[ | Create desktop shortout

Lok ][ oot | [ e |

(4) Click [Login]. When it is your first time to connect to the target server, the warning screen will appear
then click [Yes].
Warning % |

*__ Continue connecting to an unknown server and add its host key to &
*  cache?

The server's host key was not found in the cache. You have no guarantee that
the server is the computer you think it is.

The server's rsa2 key fingerprint is:
55h-rog = O L CER SR R

If you trust this host, press Yes. To connect without adding host key to the
cache, press No. To abandon the connection press Cancel.

[ Yes J | No | [ Cancel ] | Copy Key | [ Help




(5) Enter your password (Same password for SophiaMail or Moodle).

B\ Password - & =@biwa.cc.sophia.ac.jp |3
Searching for host...
Connecting to host...
Authenticating...

Using usemame "ialiliaia”.

Password:

(6) Once you connect, the transfer screen will appear as below. Left-side area is your computer and
right-side area is the server you are connecting to.

B\ s i - sy » @b v.s0phia.ac,jp - WinSCP [ @ ==
Local Mark Files Commands Session Options Remote Help
S D DB WS BRE - MR Default o[k g
] man=@pmn e sophia.ac jp [ + ‘
J'| My documents -@ | = 5 A S0 ] | - @& = vz s M
e, Wi ™ s
Name Bt Size Type Changed At| | Name Bxt Size Changed Rights Owner
. Parent directory  12/6/2013 6:05:54 ... r L 12/5/2013 3:59:25...  rwxr-xr-x root
& My Music File folder 10/9/2013 10:17:3... sh 3/1/2013 8:44:39 A...  rwx asako-
= My Pictures File folder 10/9/2013 10:17:3 shf| 48 .scim 10/15/2012 2:46:33... rwx asako-
# My Videos File folder 10/9/2013 10: shi| 1. Maildir 12/10/201310:12:4...  rwx------ asako-
% | desktop.ini 402B Configuration.. 11/25/2013 3:38:3... asl . public_html 12/5/2013 4:37:58 ... rwxr-xr-x asako-
9 Outlook.pst 265KiB  Outlook Data.. 12/6/2013 6:05:54 .. a || | |.bash_history 30028 11/7/2013 2:24:44 ...  rw------- asako-
|| .bash_logout 33B 10/15/2012 2:46:33 TW=r==r asako-
|| .bash_profile 176 B 10/15/2012 2:46:33... rw-r--r asako-
|| .bashrc 1258 10/15/2012 2:46:33... rw-r--r asako-
L ].i18n 19B 10/15/2012 2:46:33... rw-r--r asako-
L] .viminfo 39328 10/24/20131:49:57... rw------- asako-
<« 1 » || < m »
0Bof 265 KiBin 0of 5 0Bof 7.287Bin 0 of 10
p i (5 F7 Create Directory X [ X F10 Quit
8 SFTP-3 0:00:31

2.2. File Transfer

To copy files or directories, drag & drop them from one side to the other.

To upload files from your computer to the server, drag & drop them from the left-side area to the

right-side.

To download files from the server, drag & drop files from the right-side area to the left-side.

To select multiple items, press-and-hold the [Ctrl] key and click on the files.




Local Mark Files Commands Session Options Remote Help
el FIET Y 5 Defaut -
[ mw=@umam sophiaacip |+ |
| My documents L N BRI SR e~ Wy R A MDY Fo L e L= N R TS S e~ W7 KA MDY Fo
L E I T
Neme  Ext Size Type Changed Al Neme  Ext Size Changed Rights Owne
& .. Parent directory  12/6/2013 6:05:54 ... r 12/5/2013 3:59:25 ...  rwxr-xr-x root
A My Music File folder 10/9/2013 10:17:3... sl .pc 3/1/2013 8:44:39 A...  rwx------ -
; My Pictures File folder 10/9/2013 10:17:3... sH j, .scim 10/15/2012 2:46:33...  rwxr-xr-x J—
B My Videos File folder 10/9/2013 10:17:3...  skj | M Maildir 12/10/201310:12:4...  rwx=----- EET
| desktop.ini 402B Configuration ... 11/25/2013 3:38:3... asJ| ¥ public_html 12/5/2013 4:37:58 ...  rwxr-xr-x —
(@ Outlook.pst 265KiB Outlook Data.. 12/6/2013 6:05:54 ... a | [ ] bash_history 30028 11/7/20132:28:44 ...  rw------- A
L] .bash_logout 33B 10/15/2012 2:46:33... rw-r--r-- —
L] .bash_profile 176 B 10/15/2012 2:46:33... rw-r--r-- L
L] .bashrc 125B 10/15/2012 2:46:33... rw-r--r-- -
L ].i18n 19B 10/15/2012 2:46:33... rw-r--r-- =
L] viminfo 3932B 10/24/20131:49:57... rw------- .
< m ] IEE m ] »
0Bof 265KiBin Dof 5 0Bof 7.287Bin 0of 10
? F2 Rename [ F4 Edit B3 F5 Copy .3 F6 Move (¢ F7 Create Directory X F8 Delete F& FO Properties Ji. F10 Quit
g sfr3 & 00031

2.3. Create a New Directory (Folder)

(1) Go to the directory where you want to create a new directory.

Select [Files]-[New]-[Directory] from the menu, or press [F7] key.

Filesl Commands Session Options Remote Help
New |7 File.. shifterd | | Defautt N
{@ Open lﬂ. Directory... F7
Ty Ean T o ) e AR ie->- M@EAR |5k
i 2| 5 it Link... Al 2
Name Ex EdEink i Changed At | Na Ext Size Changed Rights Owner
&. £ Copy.. B ldirectory 12/6/2013 6:05:54 .. r || & 12/5/20133:59:25... mwxr-xr-x oot
0 My Music (2 Duplicate...  Shift+F5  Jder 10/9/2013 10:17:3...  sh|| Jd .pc 3/1/20138:44:39 A...  rwx------ " -
&= My Picture{ .3§ Move... F6  |der 10/9/2013 10:17:3...  sh|| J& .scim 10/15/2012 2:46:33...  rwxr-xr- e
\J# My Videos Move To... Shift+F6 jder 10/9/2013 10:17:3... sh|| J& Maildir 12/10/201310:12:4...  rwx------ ran-
& | desktop.ini X Delete Fg  furation.. 11/25/2013 3:38:3.. asll| i public_html 12/5/2013 4:37:58 ...  rwxr-xr-x -
(@] Outlook.ps »| Rename £ bk Data.. 12/6/2013 6:05:54.. a || |_|.bash_history 30028 11/7/2013 2:24:44 ...  rw------- w -
o - [} bash_logout 338 10/15/2012 2:46:33... rw-r--r-- i
G Paste Clrir¥ [0) .bash_profile 176B 10/15/2012 2:46:33... rw-r--r—- g8
Custom Commands  » L] .bashrc 1258 10/15/2012 2:46:33...  rw-r--r-- -
File Names N [).i18n 198 10/15/2012 2:46:33... rw-r--r-- e
g Properties P L] .viminfo 3932B 10/24/20131:49:57... rw------- .
< | m |« m ] »
0Bof 265KiBin 0of 5 0Bof 7.287Bin 0 of 10
? F2Rename | F4 Edit B3 FS Copy i} F6 Move G F7 Create Directory X F8 Delete & F9 Properties J1. F10 Quit
Create new directory A




(2) Enter the directory name. When you want to change permissions, check [Set permissions], then
change the permissions. Click [OK] to create a new directory.
* For web pages, ‘0755’ for directory permission and ‘0644’ for file permission are usually used.

‘Create folder b7
MNew folder name:
Temp
Attributes
[ Set pemissions
R W b Set UID
R .l Set GID
R W b Sticky bit
1755
[ Use game settings next time
ok || cancel || Hep

2.4. Set the File / Directory (Folder) Permissions

Select the file or Directory. Right click, select [Properties] then set [Permissions] in [Common] tab.
* For web pages, ‘0755’ for directory permission and ‘0644’ for file permission are usually used.

=5 [EER ==
Default - -
| @B e - mEY |
— -*‘.I ‘public_html Properties =2
At| | Name Ext Size Changed Rights QOwner m!—um|
r & - 12/5/2013 3:59:25 ... rwur-xr-x root
sh p 4 PAR====-= asako- | 1 folder
sh SCim 10/15/2012 2:46:33...  rwHr-xr-x asako- 3
sh ! Maildir 12/10/201310:12:4...  rwx==---= asako- Uideians Pl L e i
asl /|8 o £ 3708 L. ~Hr- S [ pias |
e .2[_]13 4:37:58 PWHF-XI-X asako e P Caloulate
a || .bash_hi 2y f2013 2:24:44 .. We===me sako- =
L | bash_lo ﬁ A
= B3 Copy. F5
| |bash_pr .
bashre | B Duplicate..  Shift«FS  fi5,2012 P ' ki
[litan  |1E Move.. F6  [15/2012 2:46:2 Owner: e SR -
|| wiminfo, Move To... Shift+F6  B4/2013 L4357, rw-—---- asako-
Pemmissions:  Owner [#]R W X [7]SetuUD
7 Delete F& - =
. i Gowp @R [Fw X [FSetciD
| EEnamE Othes [@R W FX [ Stickybi
Custom Commands 3 Octal: 0755
3 i [ - Eile Mames b | 3 Add ¥ to dirsctories
 0Bof728|gET Properties i Ifl _
: — [] Set group, owner and permissions recursively
F8 Delete 5 F9 Properties W, F10 Quit

| Cancal | [ hHep

2.5. Delete aFile / Directory (Folder)

Select the file or directory you want to delete. Select [File]-[Delete] from the menu or press [F8] key.



B\ public_html_ ; 2@Fa=i « .sophia.ac.jp - WinSCP [E
Local Marlll| Files | Fommands Session Options Remote Help
& 1) New ’ R + = | ¥idig Default - -
e )
FI My docun L Edit R4 SR RN . public_html -am e @R e
R ot(Ehematve) R
2| 5 it Link... Alt+ 2
Name Ex i) Echt Lin F6 Changed At| | Name Ext Size Changed Rights Ow “
e
3. &3 Copy.. F5 ldirectory 12/6/2013 6:0554... r || &1.. 12/5/20133:58:04 ...  rwxr-xr-x =
) /2 Duplicate..  Shift+F5  Jqer 10/9/2013 10: sh| | Lo e e B eial 12/4/2012 3:26:27 ... rwxr-xr-x ==
= 3 Move... F6 |der 10/9/2013 10: sh = 1/30/20131:57:40 ...  rwxr-xr-x nal
] MoveTo Shift . der 10/9/2013 10:17: sh L1 6/18/2013 10:50:04...  rwxr-xr-x =l
| lx Delete re I ration ... 11/25/2013 3 asl| =sas—=e=s = =mu 11/30/2012 3:02:28...  rwxr-xr-x =ul
@)y —— loata v 12/6/2013 6:05:54 ... a N WS 12/5/2012 2:52:06 ...  rwxr-Xr-x =l
=¥ REname FZ
N PRI - 11/23/2012 3:07:40...  rwxr-xr-x =
1/28/2013 2:45:20 ...  rwxr-xr-x |
Custom Commands » e — = 11/23/2012 3:07:41...  rwxr-xr-x =l
File Names » = e 6/14/20131:19:59 ... rwxr-xr-x = al
B Properties o - 10/3/2013 2:44:53 ...  rwxr-xr-x ma
g 12/5/2013 4:37:58 ...  rwxr-xr-x =ul
749KiB  12/5/201310:13:31... rw-r--r-- =al
16,624 B 12/5/2013 3:58:43 ...  rw-r--r-- ol
27118 6/14/20131:20:11 ...  rw-r--r-- =8l
cAn vin £ MO MNIY AN 4090 —e = _._lv
<« m » m »

0Bof 265KBin 0of 5

16,624 Bof 1.277 KiBin 1of 15

# F2Rename | F4 Edit E3 F5 Copy .33 F6 Move (3 F7 Create Directory < F8 Delete 7 F9 Properties 1. F10 Quit

Delete selected file(s)

ATTENTION !

Please be careful if you wish to delete files and directories on the right side of the window

(LINUX server side) since many of those files and directories are used for the system

management. For example, if you delete “Maildir” directory, you cannot receive any messages,

and all read messages will be deleted from your mailbox.
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