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1. Introduction

This manual describes the uses for F5-VPN (Virtual Private Network). You can read Journals
and access calculation servers on Sophia University via the Internet by using a VPN.

[Terms of Use]
+ Please use PC meeting system requirements. You can confirm such information
on our website (https://ccweb.cc.sophia.ac.jp/?lang=english). Click [VPN] and

refer to [Conditions of use].

« Make sure to install anti-virus software on your PC when you connect to the
VPN. Microsoft Windows compose original security software (Windows
Defender). If you use Macintosh, you need to install anti-virus software
manually.

« Internet connection is required.

« Please use a browser which support SSL(https).

ODon’t use public computer (e.g. Internet cafes) when you connect to the VPN.
OKeep your anti-virus software up to date and use latest version.




2. Installation for Windows

You can install VPN software via web browser.
(Client software was required when you use previous version of the VPN. A
sort of software are no longer required on new VPN system.)

2.1. Microsoft Edge

2.1.1. Installation
X There are slight differences depending on the PC environment.
X Following procedures are necessary when you connect to the VPN for the first time.

(1) Open “https://vpn.cc.sophia.ac.jp” and input the user name (faculty/student ID number)
and password (as to ICT account) and click “log-on”.

Sophia University
CAMPUS VPN
Secure Logon

Username
( J

Password

(2) A confirmation dialog will appear. Click “Yes” if you agree with the statement.

f5

Have you updated your OS to
the latest version and AntiVirus
Software?

Ed no



https://vpn.cc.sophia.ac.jp/

(3) The following screen will appear. Click "Start" to initiate the connection.

f Network Access

Browser needs permission to start VPN

Click Start to launch the connection.

Start

This preduct is licensed from FS Metworks. @ 15%5-2019 FE Metworks. All rights reserved.

(4) Select "Download" when the following screen appears.

f Network Access

Network access client components are required.

1. Download and run the installer.

Download

2. Click here when the installation completes.

This product is licensed from FS Networks. & 1908-2018 F5 Netwaorks. All rights reserved.

(5) Select "Open File" under Setup in "Downloads" in the upper right corner.

After that, select "Continue" as "Permission Required" is displayed.

Downloads Qe

f Network Access

@ fovpn_setup (12).exe

Network access client components are required. Open file

1. Download and run the installer. See more

Download

2. Click here when the installation completes.

EREE, FHNetworkslr 55722 A5 ENTVET, & 1000-2010 F5 Networks, A TOMEIERORFRETTFCERSCLDES
FNTNET,

Permission Required X

ou'll need to provide sdministrator permission to install this spplication




(6) Click "Yes".
User Account Control

Do you want to allow this app to make
changes to your device?

B | F5 Networks Package installer

Verified publisher: F5 Networks Inc
File arigin: Hard drive on this computer

Show more details

- )

(7) After installation is complete, click "Click here".

f Network Access b4

Network access client components are required.

1. Download and run the installer.

Download

2. Click here when the installation completes.

This product is licensed from F5 Metworks. & 1898-2018 F5 Metworks. All rights reserved.

(8) Click "Start" to initiate the connection.

f Network Access

Browser needs permission to start VPN

Click Start to launch the connection.

Start

ERRE. F5Networksl' 5T 22 A0MSENTIES, & 1908-2019 F5 Networks. 35 T O0PE 1 E&EOEEREN LA EiESC LD S
ZNTIEY,




(9) Click on the red icon in the lower right corner.

Search Q

Network Access

[ J——

Tis product is licansed from F5 Networks. © 1955 2015 FE Networks. All fights resarved. w

@ =<
BNOS5EY

(10) Click "Yes".

II
Jo)
i
U
.
N
€
)
0
1

User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Component Installer

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

T - ]




(11) Click "Yes"
User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Network Access Helper

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

- | ——

(12) The connection is complete when "VPN connection" appears in the lower right corner.

Q
Welcome to F5 Networks
L
a
Search Q 2
-]
Network Access v
a
% sophia_vpn w
"
| @ fsvpnexe £ X%
‘ VPN Connection
v s oo e & S v s I il
@ fsvpn.exe e *
| I
1 VPN Connection !
Connected to /Common/sophia_vpn. |l




(13) Check the operation of services that require a VPN and verify that the connection is
functioning properly.

X Some dialogs will not appear for the second and subsequent VPN connections.



3. Installation for Mac

3.1. Safari
3.1.1. Installation
X There are slight differences depending on the PC environment.

(1) Open “https://vpn.cc.sophia.ac.jp” and input the user name (faculty/student ID number)
and password (as to ICT account) and click “log-on”.

f5

Sophia University
CAMPUS VPN
Secure Logon

#smam_ﬂ

Password
|

Logon

(2) A confirmation dialog will appear. Click “Yes” if you can agree with the statement.

S

Have you updated your OS to
the latest version and AntiVirus
Software?

Ed no

(3) Another confirmation dialog will appear and click the “Start” and “Allow” as follows.

£8 Network Access x

Browser needs permission to start VPN

Click Start to launch the connection.

= |

This product is licensad from FS Networks. & 1888-2017 F5 MNetworks. All ights reserved.

Do you want to allow this website to open "F5 VPN"?

Always Allow Cancel | Allow




® [} /Common/sophia_vpn - https://vpn.cc.sophia.ac.jp - F5 VPN

| &
¢ @ Connected Disconnect
| Traffic Type | sent [ |Received  Comp
Network Access
. - Network Tunnel 45.46 KB 0% 156.26 KB 0%
- Optimized oB 0% oB 0%
Applications
Total 45.46 KB 0% 156.26 KB 0%
+ Show details

When the above appears, the connection is complete.

X If the Permissions screen does not appear using the above method, select “More Options”.

f5 Waiting for Network Access Application status b 4

Browser is waiting for status from Network Access Application.

Please confirm that this application is launched and is not waiting for your input. This application may
be behind other windows on your desktop.

More options

EBR L, F5Networksh 5 F 1Y AMRGEShTVWET, © 1999-2019 F5 Networks. TR TORB R EFEOFEEZL CICERENIC LD RE
ThTVWET,

Then select “Try to launch Network Access again.” and perform method (2) again.

fs Waiting for Network Access Application status X

Browser is waiting for status from Network Access Application.

Please confirm that this application is launched and is not waiting for your input. This application may
be behind other windows on your desktop.

Try to launch Network Access again.
Please make sure another instance of the application is not running.

Install/Reinstall Network Access Application.
Select this option if Network Access Application was never installed on this machine or if there was a

problem with installation.

AW IF. F5 Networksh 5 1 £ ANRRFEZThTWE S, © 1999-2019 F5 Networks. TR TOAR G EEOFEHERLE T ERREMNIC L DRE
FhTVWET,

(4) When a VPN connection is established, the “F5” icon will appear on the menu bar.

@m < Q & WedMay15 16:25
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4. Installation for Android

4.1. Installation

(1) Download the VPN client application from Google Play.

QPP m @ O % W 1236

€ F5 Access Q

=

F5 Access
F5 Netwaorks Inc.

INSTALL
0 @

Downloads 7372 Productivity Similar

Secure mobile remote access via SSL VPN

READ MORE

% The download page above is subject to change.

(2) Launch “F5 Access” and tap “CONFIGURE SERVER”.

F5 Access

C

No available configuration
CONFIGURATION

Disconnected
STATUS

|O¢ CONFIGURE SERVER|

11



(3) Input configuration name (optional) and set “vpn.cc.sophia.ac.jp” as the server URL on
the following screen. After that, click the “Next”.
QPP L @K P O o W 12:38

FS5 Access

Fo Access

C

@

Enter configuration name
Sophia VPN

Enter server url

vpn.cc.sophia.ac.jp

@

(4) Input Username (student ID or faculty ID) and tap “v“ on the top-right of the screen.
QUOVOV W [ =@p p O v W 12:43

Settings: Add Configuration

Name
Sophia VPN

Server
https://vpn.cc.sophia.ac.jp

Web Logon 0
Use Web logon for authentication

Username @

FIPS Mode
Enable FIPS mode D

Client certificate

12



(5) Log-in screen will appear and tap “CONNECT".

Fo Access

Sophia VPN
CONFIGURATION

Disconnected
STATUS

I Q@ connect I

(6) When you input the password and tap “LOGIN”, a confirmation dialog will appear. Tap
the “OK” on the dialog.

Password required

Server: vpn.cc.sophia.ac.jp

|Password I

CANCEL LOGIN

Connection request

F5 Access wants to set up a VPN connection that allows it to
monitor network traffic. Only accept if you trust the source.

Or appears at the top of your screen when VPN is active.

13



(7) When a VPN connection is established, the “F5” icon will appear on the status bar.

QP00 Lm [ =@ p P [y oy Wl 12:48

= Connection

Fo Access

C

Sophia VPN

Connected 00:00:07 »

@1 DISCONNECT

4.2. After Installation
Launch “F5 Access” and tap “CONNECT” and input your password.

14



5. Installation for i0OS

5.1. Installation

(1) Download the client application (F5 Access) from the App Store.

F5 Access

E F5 Networks, Inc.
o

17 +

2 o N—3 3 VEE
IN—3/323.0.1 188

- Renamed application from F5 Access 2018 to
F5 Access.

- Agreement prompt for privacy terms. I 5ICRR

(2) Terms of agreement will appear when you launch F5 Access. Confirm the term and agree
with it.

F5's Terms and Conditions

This application does not collect any
personal data that will be transferred
to the licensor, F5 Networks. Any data
is collected by and remains with the
company that owns and/or licenses the
BIG-IP product and software. By
clicking on the agree button below, you
confirm that you are old'er than 16 uEG Access” Would Like to
years and consent to F5's End User .
License Agreement and its terms and Send You Notifications

conditions, including the handling of Notifications may include alerts,
data sounds, and icon badges. These can

be configured in Settings.

View Terms | Agree I Don't Allow Allow

15



(3) Tap “Add New” on the connecting screen.

F5 Access

C

Enterprise VPN
Configuration Add New
Status Disconnected

(4) Fill in configurations as follows and tap “Save”. You can set any name as “Description”.

Cancel Configure @

DescriptionISophia VPN I @

Server van.cc.sophia.ac.jp I @

Web Logon

Use Certificate

Connect On Demand

16



(5) A Confirmation dialog will appear and tap the “Allow”.

"F5 Access” Would Like to
Add VPN Configurations

All network activity on this iPhone may
be filtered or monitored when using
VPN.

Allow Don't Allow

(6) Use Touch ID or Passcode and add VPN configurations to iOS.

Try Again
Add VPN Configurations

Enter Passcode

Cancel

(7) Tap “Connection” and enable VPN.

F5 Access

C

Enterprise VPN
Configuration Sophia VPN
Connection | O
Status Connecting -,

17



(8) Input user name (faculty/student ID number) and password (as to ICT account) and
click “Logon”.

https://vpn.cc.sophia.ac.jp/my.policy

Sophia University
CAMPUS VPN
Secure Logon

Username

Password

(9) A VPN will be established, and the VPN icon will appear on the top of the screen.

@ Settings w1l T} @FN 10:05 @ 7 3 99% wmm)

F5 Access

C

Enterprise VPN
Configuration Sophia VPN
Connection O
Status Connected: 00:00:05

5.2. After Installation.

Launch the F5 Access App, tap “Connection” and input your password.

18



6. Install VPN to Browser Manually (Microsoft Edge, Firefox,
Chrome)

If you cannot install VPN software automatically, install it manually.

6.1. Installation for Microsoft Edge
X There are slight differences depending on the PC environment.

(1) Open “https://vpn.cc.sophia.ac.jp” and input the user name (faculty/student ID
number) and password (as to ICT account) and click “log-on”.

Sophia University
CAMPUS VPN
Secure Logon

Username
( J

Password

| |

(2) A confirmation dialog will appear. Click “Yes” if you agree with the statement.

5

Have you updated your OS to
the latest version and AntiVirus
Software?

El wo

19
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(3) Select "Download" when the following screen appears.

fs Network Access

Network access client components are required.

1. Download and run the installer.

Download

2. Click here when the installation completes.

ERTE., FSNetworks!MS S22 A0S ST OES, & 1908-2018 F5 Networks. 35 T O EEOEERETLF - EREsC L D
ZNTEY,

(4) Select "Open File" under Setup in "Downloads" in the upper right corner.

After that, select "Continue" as "Permission Required" is displayed.

ponmien D Q h KP

) Povpnsetup lexe

Network client P are required. Open file
1. Download and run the installer. = fSvpr_setup (1).exe
Open file
Download

9 fowininfo (1).zip
Open file
2. Click here when the installation completes
fowininfo.zi
=] °

This product is licensed from FS Networks. © 19009-2010 F5 Networks. All nghts reserved, See more
Permission Required =
II Ganos!
(5) Click "Yes"

User Account Control i
Do you want to allow this app to make
changes to your device?
F5 Networks Package installer
Verified publisher: F5 Metworks Inc
File origin: Hard drive on this computer
Show more details

Yes MNo ]

20



(6) After installation is complete, click "Click here".

f Network Access *

Network access client components are required.

1. Download and run the installer.

Download
2] Click here lvhen the installation completes.

This product is licensed from F5 Metworks. & 1900-2010 F5 Networks. All rights reserved.

(7) Please click on "Open".

|[ This site is trying to open F5 Networks VPN. l

https://vpn.cc.sophia.acjp wants to open this application.

' I:' Always allow vpn.cosophia.ac)p to open links of this type in the associated app

(8) Click on the yellow and blue shield-like icon in the lower right corner.
f5 Welcome to F5 Networks

Search Q

Network Access v

e sophia_vpn

This product is licznsed from F5 Networks. © 1999-2019 F5 Networks. Al rights resarved.

S BAQen AL maBECEORe O A A Q mem A



(9) Click "Yes".
User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Component Installer

Verified publisher: F5 Metwaorks Inc
File origin: Hard drive on this computer

Show more details

C_ ~ ]

(10) Click "Yes".

User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Network Access Helper

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

o~

22



(11) The connection is complete when "VPN connection" appears in the lower right corner.

A
Q
Welcome to F5 Networks @ Logout I

L 4
o
Search Q i
(-]
Network Access v
>
% sophia_vpn w
+
@ fsvpnexe . Es
l VPN fE5
This product is licensad from £5 Networks. © 1999-2013 F5 Netwaorks. All fights reserved. /Commony/sophia_vpn {CIEHENTVERT .
@ fsvpnexe w X

— VPN Connection
Connected to /Common/sophia_vpn.

R

(12) Check the operation of services that require a VPN and verify that the connection is
functioning properly.

X Some dialogs will not appear for the second or subsequent VPN connections.

23



6.2. Installation for Firefox
X There are slight differences depending on the PC environment.

(1) Open “https://vpn.cc.sophia.ac.jp” and input the user name (faculty/student ID
number) and password (as to ICT account) and click “Logon”.

Sophia University
CAMPUS VPN
Secure Logon

Username
l )

Password

| |

(2) A confirmation dialog will appear. Click “Yes” if you agree with the statement.

S

Have you updated your OS to
the latest version and AntiVirus
Software?

E no

(3) The following screen will appear. Click "Start" to initiate the connection.

f Network Access

Browser needs permission to start VPN

Click Start to launch the connection.

Start

This product is licensed from F5 Metworks. ® 1593-2015 F5 Metworks. All rights reserved.

24
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(4) Select "Download" when the following screen appears.

1. Download and run the installer.

I Download I

Network access client components are required.

2. Click here when the installation completes.

This preduct is licensed from FE Metworks. & 15552-2017 FS Metworks. All nights reserved.

(5) Select "Open File" under Setup in "Downloads" in the upper right corner.

f Network Access

Network access client components are required.

1. Download and run the installer
Download

2. Click here when the installation completes.

fovpn_setup(2) exe
Completed — 3.9 MB

fvpn_setup(1).exe
Completed — 3.9 MB

Show all downloads

This product is licensed from F5 Networks. @ 1953-2019 FE Networks. All rights reserved.

(6) Select "Continue" as "Permission Required" is displayed.

Permission Required

Pt

“rou’ll need to provide administrator permission toinstall this application

Continue Cancel|

(7) After installation is complete, click "Click here",

f Network Access

1. Download and run the installer.

Download

(]

Metwork access client components are required.

Click here |~hen the installation completes.

This product is licensed from FS Metworks. & 1555-2019 F5 Metworks. All rights reserved.

25




(8) The following screen will appear. Click "Start" to initiate the connection.

f Network Access

Browser needs permission to start VPN

Click Start to launch the connection.

Start

This product is licensed from FE Networks. 8 1558-2015 F5 Metworks. All rights reserved.

(9) Click on "Open Link".

Allow this site to open the f3-vpn link with F5 Networks VPN?

Choose a different application.

D Always allow https://vpn.cc.sophia.acjp to open f3-wpn links

Open Link Cancel

(10) Click on the yellow and blue shield-like icon in the lower right corner.

fs Welcome to F5 Networks
Search Q

Network Access v

g sophia_vpn

This product is licensed from F5 Networks. © 1999-2013 F5 Networks. All rights reserved.
T am ¢ - o 221PM
[ ] £
— (&) m Q searh .L -ﬁ@ oe‘ @‘J s h © qus,zn{zoz-t;



(11) Click "Yes."

User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Component Installer

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

- |

(12) Click "Yes."

User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Network Access Helper

Verified publisher: F5 Metworks Inc
File origin: Hard drive on this computer

Show more details

C_ v ]

27



(13) The connection is complete when "VPN connection" appears in the lower right corner.

:Q
Welcome to F5 Networks
L
a
search Q 2
(]
Network Access v
a
% sophia_vpn w
+
@ fsvpnexe x
‘ VPN Connection
This product is licensed from F5 Networks. © 13352019 F5 Networks. Al rights reserved. Connected to /Comman/sophia_vpn.
@ fsvpnexe 5

— VPN Connection
Connected to /Common/sophia_vpn.

e

(14) Check the operation of services that require a VPN and verify that the connection is
functioning properly.

% Some dialogs will not appear for the second or subsequent VPN connections.

28



6.3. Installation for Google Chrome
X There are slight differences depending on the PC environment.

(1) Open “https://vpn.cc.sophia.ac.jp” and input the user name (faculty/student ID
number) and password (as to ICT account) and click “Logon”.

fS

Secure Logon
for F5 Networks

Username

Password

(2) A confirmation dialog will appear. Click “Yes” if you agree with the statement.

£S5

Have you updated your OS to
the latest version and AntiVirus
Software?

Bl <]
NO

(3) The following screen will appear. Click "Start" to initiate the connection.

f Network Access

Browser needs permission to start VPN

Click Start to launch the connection.

Start

______

This proeduct is licensed from F5 Networks. @ 19932015 F5 Networks. All nghts reserved.

29
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X Even if the following screen is displayed, proceed to step (4).

f5 Waiting for Network Access Application status *

Browser is waiting for status from Metwork Access Application.

Please confirm that this application is launched and is not waiting for your input. This application may
be behind other windows on your desktop.

More options

EFRRBLE, FI Networks S 572 A0MS ST TuvaES . & 1990-2019 FE Networks, 3 S T OIS & EO T RS LA I BRI - 5 D R
=T LLGES .

Get an app to open this 'f5-vpn' link

Your PC doesn't have an app that can open this link. Try locking
for a compatible app in the Microsoft Store.

Browse Microsoft Store
S ——

(4) Click on "More options".

fS Waiting for Network Access Application status

Browser is waiting for status from Network Access Application.

Plzase confirm that this application is launched and is not waiting for your input. This application may
be behind other windows on your desktop.

More options

This product is icensed from F5 Networks. & 1288-2019 F5 Networks. All nghts resenved.

(5) Click on "Install/Reinstall Network Access Application."

fs Waiting for Network Access Application status

Browser is waiting for status from Metwork Access Application.

Flease confirm that this application is launched and is not waiting for your input. This application may
be behind other windows on your desktop.

Try to launch Metwork Access again.
Please make sure another instance of the application is not running.

on was never installed on this machine or if there was a

problem with installation.

This product is licensed from F5 Metworks. & 1900-2019 F5 Networks. All rights reserved.

30



(6) Select "Download" when the following screen appears.

Network access client components are required.

1. Download and run the installer.

I Download I

2. Click here when the installation completes.

This prodect is licensed from FS Metworks. 8 1555-2017 FS Networks. All rights reserved.

(7) Select "Open File" under Setup in "Downloads" in the upper right corner.

fsvpn_setup (4).exe

l 3.9 MB « Done

Network access client components are required.

1. Download and run the installer.
Download

2. Click here when the installation completes.

ERRIL, F5Networksi'S S22 ANFRSENTET, & 1900-2010 F5 Networks. 3% T o0PIEsI2E O PN TF S L DR
ENTLET,

(8) Select "Continue" as "Permission Required" is displayed.

Permission Required X

“rou’ll need to provide administrator permission toinstall this application

Continue Cancel|




(9) Click "Yes".
User Account Contraol

Do you want to allow this app to make
changes to your device?

B F5 Networks Package installer

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

C__~ ]

(10) After installation is complete, click "Click here".

f Metwork Access )4

Network access client components are required.

1. Download and run the installer.

Download

2| Click here when the installation completes.

This product is licensed from F5 Networks. & 1800-2019 F5 Networks. All rights reserved.

(11) Click "Start" to initiate the connection.

f Network Access X

Browser needs permission to start VPN

Click Start to launch the connection.

Start

This product is licensed from FS Metworks. & 1555-2019 F5 Networks. All rights reserved.




(12) Click on the yellow and blue shield-like icon in the lower right corner.

fs Welcome to F5 Networks

Search Q

Network Access v

@ sophia_vpn

This praduct is licensed from F5 Networks. € 1993-2013 F5 Networks. All rights reserved

o Hasw AL2BEOLGOY A Q emm

(13) Click "Yes".

User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Component Installer

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

T | ——
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(14) Click "Yes"

User Account Control

Do you want to allow this app to make
changes to your device?

F5 MNetworks Network Access Helper

Werified publisher: F5 Metworks Inc
File origin: Hard drive on this computer

Show more details

C ~

(15) The connection is complete when "VPN connection" appears in the lower right corner.

a
Welcome to F5 Networks @ Logout I

Network Access -~

% sophia_vpn w

@ fsvpn.exe *

VPN Connection

This productis icensed from F5 Netwarks. © 1399-2019 F5 Networks. All ights raserved. e T e T

@ fsvpnexe o 4

VPN Connection
Connected to /Common/sophia_vpn. [

(16) Check the operation of services that require a VPN and verify that the connection is
functioning properly.

X Some dialogs will not appear for the second or subsequent VPN connections.
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