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1. Introduction

This manual describes the uses of F5-VPN (Virtual Private Network). You can read Journals
and access calculation servers on Sophia University via the Internet by using a VPN.

[Terms of Use]

+ Please use the PC meeting system requirements. You can confirm such
information on our website (https://ccweb.cc.sophia.ac.jp/?lang=english). Click
[VPN] and refer to [Conditions of use].

« Make sure to install anti-virus software on your PC when you connect to the

VPN. Microsoft Windows includes original security software (Windows
Defender). If you use a Mac, you need to install anti-virus software manually.

« Internet connection is required.

« Please use a browser that supports SSL (https).
ODon’t use public computers (e.g., Internet cafes) when you connect to the
VPN.
OKeep your anti-virus software up to date and use the latest version.

« Multi-Factor Authentication is required.




2. Installation for Windows

You can install VPN software via web browser.
(Client software was required when you use previous version of the VPN. A
sort of software are no longer required on new VPN system.)

2.1. Microsoft Edge
X There are slight differences depending on the PC environment.
% The following procedures are necessary when you connect to the VPN for the first time.

(1) Access https://vpn.cc.sophia.ac.jp, and the Integrated Authentication System login
screen will appear. Enter your ID (faculty/staff/student number) and Sophia ICT account
password.

For detailed login procedures to the Integrated Authentication System, please refer to
the following page:

https://ccweb.cc.sophia.ac.jp/en/userguide/newuser/ss02024/

VPN (Connect from Off-campus)

With a secured VPN (Virtual Private Network) of Sophia, you can conni

intra network of Sophia Linversty through the intornot and access Dat:

offarad by the library. Tha application is unnacassary and avalable for everyon with a
Sophia ICT aceount

Ploasa rofor fo the manual on the Forms/Manuals > [VEN Service] page.

“To connect fo the VPN, cick he icon bolow or access this page.

——
E VPN BREHETS
N ——

= Authenticator
N LR
s SOPHIA UNIVERSITY

Integrated Authentication System
MRS AT I

DY ALK (Onetime code)
‘ 927154 ‘

HODA LA CEDEEEEEECBEOANE CETL,



https://vpn.cc.sophia.ac.jp/

XIf the screen with the QR code displayed in the bottom right appears, make sure to
display the QR code on your PC or another device and scan it using the ‘Authenticator’ app
to generate a one-time code.

ER R

37 SOPHIA UNIVERSITY

Integrated Authentication System
Hetradit s A7 4

Please refer to the manual below for details on multi- T
factor authentication. e ;j;ife’m‘y

Authenticator to activate your account.)

https://ccweb.cc.sophia.ac.jp/en/manual/other/loggin
. T . n 1. B P FY TMicrosoft Authenticator) - WA k—
g_lnto_the_lntegrated-aUthentlcatlon-SyStem/ JLTCEEW,  (Please install the app "Microsoft

Authenticator" on your mobile.)

2. FFUS—vavalE, N-0—KEAFyYLEY,

(Open the application and scan the barcode:)

QRA— KA BB ABEWESZTAEZ Yy 4 (Unable to
scan?)

(2) A confirmation dialog will appear. Click “Yes” if you agree with the statement.

f5

Have you updated your OS to
the latest version and AntiVirus
Software?

Ed no

(3) The following screen will appear. Click "Start" to initiate the connection.

f Network Access

Browser needs permission to start VPN

Click Start to launch the connection.

Start
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https://ccweb.cc.sophia.ac.jp/en/manual/other/logging-into-the-integrated-authentication-system/
https://ccweb.cc.sophia.ac.jp/en/manual/other/logging-into-the-integrated-authentication-system/

(4) Select "Download" when the following screen appears.

f Network Access

Network access client components are required.

1. Download and run the installer.

Download

2. Click here when the installation completes.

This product is licensed from FS Networks. & 1888-2018 F5 Metworks. All rights reserved.

(5) Select "Open File" under Setup in "Downloads" in the upper right corner.

After that, select "Continue" as "Permission Required" is displayed.
Downloads P oa - &

f Network Access

@ fovpn_setup (12).exe

Network access client components are required. Open file

1. Download and run the installer. See more

Download

2. Click here when the installation completes.

ERRE, F5 Networks 5522 ARSENTLET, & 1998-2019 F5 Networks. ¥~ TP EROR{FREN L ERERC L0 RS
ENTET,

Permissien Required X

“fou'll need to provide adminiztrator permission to install thiz spplication

Continue Cancel

—_—




(6) Click "Yes".
User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Package installer

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

. |

(7) After installation is complete, click "Click here",
£S Network Access X

Network access client components are required.

1. Download and run the installer.

Download

2. Click here whean the installation completes.

This product is licensed from FS Networks. & 1899-2019 F§ Networks. All rights resenved.

(8) Click "Start" to initiate the connection.

f Network Access

Browser needs permission to start VPN

Click Start to launch the connection.

Start

ERRE. F5Networksl' 5T 22 A0MSENTIES, & 1908-2019 F5 Networks. 35 T O0PE 1 E&EOEEREN LA EiESC LD S
ZNTIEY,




(9) Click on the red icon in the lower right corner.

search [
Network Access ~
@ sophia_vpn
This product is licensed from F§ Netwerks. © 1999-2019 F§ Netwarks. All rights reservad.
200 B e -
€ wnoscy Bl a == T e - e €@ O£ @

(10) Click "Yes".

User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Component Installer

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

Yes [ No ]

(11) Click "Yes".

User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Network Access Helper

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

(T




(12) The connection is complete when "VPN Connection" appears in the lower right corner.

Welcome to F5 Networks

o
search Q 2
Network Access v X
G
% sophia_vpn w
i
@ fsvpn.exe *
VPN Connection
Connected to /Commaon/sophia_vpn.

VPN Connection

This product s licansed from F5 Networks. @ 1999-2019 F5 Networks. All ights reserved. Farratd i BT s LT

|‘ @® fsvpnexe x

(13) Check the operation of services that require a VPN and verify that the connection is
functioning properly.

%Some dialogs will not appear for the second and subsequent VPN connections.



2.2. Installation for Firefox
X There are slight differences depending on the PC environment.
(1) Access https://vpn.cc.sophia.ac.jp, and the Integrated Authentication System login

screen will appear. Enter your ID (faculty/staff/student number) and Sophia ICT account
password.

For detailed login procedures to the Integrated Authentication System, please refer to
the following page:

https://ccweb.cc.sophia.ac.jp/en/userguide/newuser/ss02024/

VPN (Connect from Off-campus) \o) I )\‘#

= Authenticator

v R

927 154 =

Integrated Authentication System
ALY AT L

9254 10— F (One-time code)
927154

¥OF A A TELNVEEREEFCBHLENHE < EE.

XIf the screen with the QR code displayed in the bottom right appears, make sure to
display the QR code on your PC or another device and scan it using the ‘Authenticator’ app
to generate a one-time code.

1;1| EB K

SOPHIA UNIVERSITY

Integrated Authentication System
Hetradit s A7 4

Please refer to the manual below for details on muilti- Ty
factor authentication. Euz AT s n ey by RS

9o (You need to set up Mobile
Authenticator to activate your account.)

https://ccweb.cc.sophia.ac.jp/en/manual/other/loggin
. - . . 1. EIA UL 77U TMicrosoft Authenticatory %7 WA
g-into-the-integrated-authentication-system/ LTSS, (Please nstall the apa “Microsolt

Authenticator” on your mobile.)

2. FFUS—vavalE, N-0—KEAFyYLEY,

(Open the application and scan the barcode:)

QRIA—KHFEHADEWEEIZIESY Y% (Unable to
scan?)



https://vpn.cc.sophia.ac.jp/
https://ccweb.cc.sophia.ac.jp/en/userguide/newuser/sso2024/
https://ccweb.cc.sophia.ac.jp/en/manual/other/logging-into-the-integrated-authentication-system/
https://ccweb.cc.sophia.ac.jp/en/manual/other/logging-into-the-integrated-authentication-system/

(2) A confirmation dialog will appear. Click “Yes” if you agree with the statement.

S

Have you updated your OS to
the latest version and AntiVirus
Software?

YES

Ed wo

(3) The following screen will appear. Click "Start" to initiate the connection.

f Network Access X

Browser needs permission to start VPN

Click Start to launch the connection.

Start

This preduct is licensed from F5 Networks. @ 1583-2015 F5 Networks. All rights reserved.

(4) Select "Download" when the following screen appears.
8 network Access X

Network access client components are required.

1. Download and run the installer.

I Download I

2. Click here when the installation completes.

This preduct is licensed from FS Networks. & 1355-2017 FS Networks. All rights reserved.

(5) Select "Open File" under Setup in "Downloads" in the upper right corner.

f Network Access f3vpn_setup(2).exe

Completed — 3.9 MEB

Network access client components are required.
po € favpn_setup(1).exe
1. Download and run the installer, Completed — 3.9 MB

Download Show all downloads

2. Click here when the installation completes.

This product is licensed from F5 Networks. @ 1353-2019 FE Networks. All rights reserved.

10



(6) Select "Continue" as "Permission Required" is displayed.

Permission Required x

“rou’ll need to provide administrator permission toinstall this application

Continue Cancel|

(7) After installation is complete, click "Click here",

f Metwork Access X

MNetwork access client components are required.

1. Download and run the installer.

Download

2| Click here ywhen the installation completes.

This product is licensed from F5 Networks. & 15%8-2015 F5 Networks. All rights reserved.

(8) The following screen will appear. Click "Start" to initiate the connection.

Browser needs permission to start VPN

Click Start to launch the connection.

Start

Thizs preduct is licensed from F5 Networks. & 1555-2013 F5 Networks. All rights reserved.

(9) Click on "Open Link".

Allow this site to open the f3-vpn link with F5 Networks VPN?

Choose a different application.

D Always allow https:/fvpn.cc.sophiaacjp to cpen f3-vpn links

Open Link Cancel




(10) Click on the yellow and blue shield-like icon in the lower right corner.

£5 Welsmeta SNetwots

Search Q

Network Access v

% sophia_vpn

= Qe ML BECEOReOY ~NAO ReD o

(11) Click "Yes".

User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Component Installer

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

Yes [ No ]

12



(12) Click "Yes".

User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Network Access Helper

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

(13) The connection is complete when "VPN Connection" appears in the lower right corner.

a

Q
fs Welcome to F5 Networks
L J
a
Search Q N
(]
Network Access v
a
@ sophia_vpn w
+
@ fsvpnexe x
VPN Connection
This product is icensed from £5 Networks. 1 1389-201 FS Networks. All ights reserved. Connected to /Common/sophia_vpn
@© fsvpn.exe i X

VPN Connection
Connected to /Common/sophia_vpn.

(14) Check the operation of services that require a VPN and verify that the connection is
functioning properly.

% Some dialogs will not appear for the second or subsequent VPN connections.

13



2.3. Installation for Google Chrome

X There are slight differences depending on the PC environment.

(1) Access https://vpn.cc.sophia.ac.jp, and the Integrated Authentication System login
screen will appear. Enter your ID (faculty/staff/student number) and Sophia ICT account

password.

For detailed login procedures to the Integrated Authentication System, please refer to

the following page:

https://ccweb.cc.sophia.ac.jp/en/userguide/newuser/ss02024/

VPN (Connect from Off-campus) Ny BEORY

Integrated Authentication System
il T

= Authenticator

v LEA

27 154
Integrated Authentication System ¢

ARy AT L

05—k (One-time code)
927154

HOVA LA CERMVBSRBEECEEVENE LT,

XIf the screen with the QR code displayed in the bottom right appears, make sure to
display the QR code on your PC or another device and scan it using the ‘Authenticator’ app

to generate a one-time code.

Please refer to the manual below for details on multi-
factor authentication.

https://ccweb.cc.sophia.ac.jp/en/manual/other/loggin
g-into-the-integrated-authentication-system/

14

Integrated Authentication System

1

2.

1;1| EB K

SOPHIA UNIVERSITY
HRATRGES A 7

Fhoy b EERCTBICRENCI - A—
YT T—S—DEY Py THBET
9o (You need to set up Mobile
Authenticator to activate your account.)

FEIAIACF FY TMicrosoft Authenticatory &1 2 b~
LLTLEE W, (Please install the app "Microsoft
Authenticator” on your mobile.)

FFIs—vavalE, NA-1—F2XAFv 2 LET,

(Open the application and scan the barcode:)

QRIA—KHFEHADEWEEIZIESY Y% (Unable to
scan?)



https://vpn.cc.sophia.ac.jp/
https://ccweb.cc.sophia.ac.jp/en/userguide/newuser/sso2024/
https://ccweb.cc.sophia.ac.jp/en/manual/other/logging-into-the-integrated-authentication-system/
https://ccweb.cc.sophia.ac.jp/en/manual/other/logging-into-the-integrated-authentication-system/

(2) A confirmation dialog will appear. Click “Yes” if you agree with the statement.

5

Have you updated your OS to
the latest version and AntiVirus
Software?

B =]
No

(3) The following screen will appear. Click "Start" to initiate the connection.

f Network Access

Browser needs permission to start VPN

Click Start to launch the connection.

Start

This preduct is licensed from F5 Metworks. © 15558-2019 F5 Networks. Al rights reserved.

X Even if the following screen is displayed, proceed to step (4).

f5 Waiting for Network Access Application status *

Browser is waiting for status from Metwork Access Application.

Please confirm that this application is launched and is not waiting for your input. This application may
be behind other windows on your desktop.

More options

EFRRBLE, FI Networks S 572 A0MS ST TuvaES . & 1990-2019 FE Networks, 3 S T OIS & EO T RS LA I BRI - 5 D R
=T LLGES .

Get an app to open this 'f5-vpn' link

Your PC doesn't have an app that can open this link. Try locking
for a compatible app in the Microsoft Store.

Browse Microsoft Store

15



(4) Click on "More options".

f5 Waiting for Network Access Application status

Browser is waiting for status from Network Access Application.

Plzase confirm that this application is launched and is not waiting for your input. This application may
be behind other windows on your desktop.

More options

This product is icensed from F5 Networks. & 1288-2019 F5 Networks. All nghts resenved.

(5) Click on "Install/Reinstall Network Access Application".

f5 Waiting for Network Access Application status X

Browser is waiting for status from Network Access Application.

Please confirm that this application is launched and is not waiting for your input. This application may
be behind other windows on your desktop.

Try to launch Network Access again.
Plzase make sure another instance of the application is not running.

l Install/Reinstall Network Access Application. I
E[ECT TS OpLIoN IT METWOrk Access Appicanon was never installed on this machine or if there was a

problem with installation.

This product is licensed from F5 Networks. © 1808-2018 F5 Matworks. All rights reserved.

(6) Select "Download" when the following screen appears.

f Network Access

Network access client components are required.

1. Download and run the installer.

Download

2. Click here when the installation completes.

This product is licensed from FS Metworks. 8 1555-2017 FS Metworks. All rights reserved.

16



(7) Select "Open File" under Setup in "Downloads" in the upper right corner.

fsvpn_setup (4).exe
3.9 MB « Done

£8 NetworkAccess X

Network access client components are required.

1. Download and run the installer.
Download

2. Click here when the installation completes.

ERRBIL, F5Networksi' & S22 ANFHSENTET, € 1900

(8) Select "Continue" as "Permission Required" is displayed.

Permiszion Required *

o'l need to provide administrator permission to install this application

/Continue Cancel

(9) Click "Yes".

User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Package installer

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show maore details

I )

17



(10) After installation is complete, click "Click here",

Network access client components are required.

1. Download and run the installer.

Download

4 Click here when the installation completes.

This preduct is licensed from FS Networks. & 1288-2018 F5 Metworks. All rights reserved.

(11) Click "Start" to initiate the connection.
£8 Network Access X

Browser needs permission to start VPN

Click Start to launch the connection.

Start

This product is licensed from FS Networks. ® 15852015 FS Metworks. All rights reserved.




(12) Click on the yellow and blue shield-like icon in the lower right corner.

Welcome to F5 Networks

Search Q
Network Access v
g sophia_vpn
‘This product is licensed from FS Networks. © 1999-2019 F5 Netwarks. All rights reserved.
o 20°C m ; - o 221PM
:<E‘J [ ] Q Search \-’_. L = i G ° e ﬁ @ " ) @ P SRDRDH!

(13) Click "Yes".

User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Component Installer

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

C ~ |

19



(14) Click "Yes".

User Account Control

Do you want to allow this app to make
changes to your device?

F5 Networks Network Access Helper

Verified publisher: F5 Networks Inc
File origin: Hard drive on this computer

Show more details

Yes [ No ]

(15) The connection is complete when "VPN Connection" appears in the lower right corner.

-
Q
Welcome to F5 Networks © Logout I

L]
a
Search Q 2
o
Network Access v

&
% sophia_vpn w
o

@ fsvpn.exe X

— VPN Connection
Connected to /Common/sophia_vpn.
@ fsvpnexe e

VPN Connection

This product s icensed from F5 Networks. © 1339-2013 F5 Netwarks. Al rights reserved. e

(16) Check the operation of services that require a VPN and verify that the connection is
functioning properly.

X Some dialogs will not appear for the second or subsequent VPN connections.

20



3. Installation for Mac

3.1. Safari

3.1.1. Installation

X There are slight differences depending on the PC environment.

(1) Access https://vpn.cc.sophia.ac.jp, and the Integrated Authentication System login
screen will appear. Enter your ID (faculty/staff/student number) and Sophia ICT account

password.

For detailed login procedures to the Integrated Authentication System, please refer to

the following page:

https://ccweb.cc.sophia.ac.jp/en/userguide/newuser/sso2024/

VPN(Connect from Off-campus)

ication System
272,

BN Cvnmoovm‘ﬁ f

E VPN BREHATS

g LR

+¥ SOPHIAUNIVERSITY

927 154 =

Integrated Authentication System
HARAE S AT B

TUE AL (One
927154

KO A A CERNE S EEEE CEMVEDE L

XIf the screen with the QR code displayed in the bottom right appears, make sure to
display the QR code on your PC or another device and scan it using the ‘Authenticator’ app

to generate a one-time code.

Please refer to the manual below for details on multi-
factor authentication.

https://ccweb.cc.sophia.ac.jp/en/manual/other/loggin
g-into-the-integrated-authentication-system/

21

= Authenticator

‘;p 8K

SOPHIA UNIVERSITY

Integrated Authentication System
ek A F L

FATY NEBRCT BICEENTI - A—
TUTFAT—F—DEY Ty THNBET
F. (You need to set up Mobile
Authenticator to activate your account.)

1. BEXA LT ZPY Microsoft Authenticators &1 ¥ A
JLLTLREWL,  (Please install the app "Microsoft
Authenticator” on your mobile.)

2. FFUT—vavERE, -0 KEAFr Y LET.

(Open the application and scan the barcode:)

QRA—KAFHADEWEEIIEIY S (Unable to
scan?)



https://vpn.cc.sophia.ac.jp/
https://ccweb.cc.sophia.ac.jp/en/userguide/newuser/sso2024/
https://ccweb.cc.sophia.ac.jp/en/manual/other/logging-into-the-integrated-authentication-system/
https://ccweb.cc.sophia.ac.jp/en/manual/other/logging-into-the-integrated-authentication-system/

(2) A confirmation dialog will appear. Click “Yes"” if you agree with the statement.

S

Have you updated your OS to
the latest version and AntiVirus
Software?

Ed no

(3) Another confirmation dialog will appear, and click the “Start” and “Allow” as follows.

£8 Network Access x

Browser needs permission to start VPN

Click Start to launch the connection.

= |

This product is licensad from FS Networks. & 1888-2017 F5 MNetworks. All ights reserved.

Do you want to allow this website to open "F5 VPN"?

Always Allow Cancel | Allow

r. ® e Ic ia_vpn - .cc.sophia.ac.jp - F5 VPN B
f5
@ Connected Disconnect
| Traffic Type | Sent Compr | Comp \
Network Access
- Network Tunnel 4546 KB 0% 156.26 KB 0%
- Optimized oB 0% oB 0%
Applications
Total 45.46 KB 0% 156.26 KB 0%
|+ Show details

When the above appears, the connection is complete.

22



XIf the Permissions screen does not appear using the above method, select “More options”.

f5 Waiting for Network Access Application status X

Browser is waiting for status from Network Access Application.

Please confirm that this application is launched and is not waiting for your input. This application may
be behind other windows on your desktop.

More options

EBG L. F5 Networksh 5 Z 1 Y AMRGEZNTWE T, © 1999-2019 F5 Networks. TR TORBRFEOEFEELE FICERENICL D RE
INTVET,

Then select “Try to launch Network Access again.” and perform method (2) again.
fs Waiting for Network Access Application status X

Browser is waiting for status from Network Access Application.

Please confirm that this application is launched and is not waiting for your input. This application may
be behind other windows on your desktop.

Try to launch Network Access again. |
Please make sure another instance of the application is not running.

Install/Reinstall Network Access Application.
Select this option if Network Access Application was never installed on this machine or if there was a

problem with installation.

AW IF. F5 Networksh 5 1 £ ANRRFEZThTWE S, © 1999-2019 F5 Networks. TR TOAR G EEOFEHERLE T ERREMNIC L DRE
FhTVWET,

(4) When a VPN connection is established, the “F5” icon will appear on the menu bar.

© [ 'S ™ < Q & WedMay15 1€

23



4. Installation for Android

4.1, Installation

(1) Download the VPN client application from Google Play.

F5 Access

F5 Networks Inc.

Install

% The download page above is subject to change.

(2) Launch “F5 Access” and tap “CONFIGURE SERVER”",

Connection

F5 Access

C

No available configuration

Disconnected

4 CONFIGURE SERVER

24



(3) Input configuration name (optional) and set “vpn.cc.sophia.ac.jp” as the server URL on
the following screen. After that, click the “Next”.

F5 Access
N (C

Enter configuration name

Sophia VPN

Enter server url

vpn.cc.sophia.ac.jpl

INEXT)I @

(4) Check [Web Logon] and tap "v* on the top-right of the screen.

Settings: Add Configuration v @

Name
Sophia VPN

Server
https://vpn.cc.sophia.ac.jp

Web Logon @
Use Web logon for authentication

Username

Client certificate

One Time Password Token

25



(5) Log-in screen will appear, and tap “CONNECT".

Fo Access

C

Sophia VPN

CONFIGURATION

Disconnected
STATUS

s

(6) If a confirmation dialog appears, tap the “OK” and” Allow” on the dialog.

Connection request

F5 Access wants to set up a VPN connection that allows it to
monitor network traffic. Only accept if you trust the source.

Or appears at the top of your screen when VPN is active.

CANCEL

.

Allow F5 Access to make
and manage phone calls?

Don’t allow

26



(7) Enter your faculty/student ID and Sophia ICT Account password (same as Moodle or
Sophia Mail) and tap “LOGIN".

{ & https://sso.sophia.ac.jp/auth/realms/sophia/protocol...

@) LB

SOPHIA UNIVERSITY

Integrated Authentication System
MEFBAES 2 7 1

NZT—REENEHRIUTOV Y020y o
Click the link if you have forgotten your password.
BZ3E/English

(8) When you input the password and tap “Login”.

{ & https://sso.sophia.ac.jp/auth/realms/sophia/login-ac...

SOPHIA UNIVERSITY

Integrated Authentication System
MEFBIES R T &

R4 L —F (One-time code)

[ |

*O7 A N TERVBRREEEICEHVEDE (KT,
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XIf the screen with the QR code displayed in the bottom right appears, make sure to
display the QR code on your PC or another device and scan it using the ‘Authenticator’ app
to generate a one-time code.

SOPHIA UNIVERSITY

Integrated Authentication System
Fetriat > A 7 4

Please refer to the manual below for details on multi- At B A
factor authentication. ST nE T
3 ou need to set up Mobile

Authenticator to activate your account.)

https://ccweb.cc.sophia.ac.jp/en/manual/other/loggin
A A - . 1. B/AILIEFZY "Microsoft Authenticatory &7 A k
g-into-the-integrated-authentication-system/ WUT< 30, (Please instal the app Microsolt

Authenticator” on your mobile.)

2 FAUT—vavERE, N-O—KFERFr Y LET,
(Open the application and scan the barcode:)

QRA—KHFEMHADBNEEIZESY w4 (Unable to

scan?)

(9) When a VPN connection is established, the “F5” icon will appear on the status bar.

10:56 e=

Connection

F5 Access

C

Sophia VPN

Connected 00:00:09 >

& DISCONNECT

4.2. After Installation

Start the client app, then follow step (5) in 4.1 '4.1. Installation' (p.12) to connect.
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https://ccweb.cc.sophia.ac.jp/en/manual/other/logging-into-the-integrated-authentication-system/
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4.3. Trouble connecting

(1) Tap the menu icon (three lines) next to 'Connection".

Connection

F5 Access

C=

(2) Tap "Configurations”.

(“' Connection

I Configurations I

Certificates

(3) Press and hold 'Sophia VPN', then tap the trash icon to delete the settings.

Start the client app, then follow step (5) in 4.1 '4.1. Installation' (p.12) to connect.

< 1 selected

SophiaVPN
https://vpn.cc.sophia.ac.jp

@
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9. Installation for iOS

5.1, Installation

(1) Download the client application (F5 Access) from the App Store.

F5 Access

E F5 Networks, Inc.
o

17 +

2 o N—3 3 VEE
IN—3/323.0.1 188

- Renamed application from F5 Access 2018 to
F5 Access.

- Agreement prompt for privacy terms. I 5ICRR

(2) Terms of agreement will appear when you launch F5 Access. Confirm the term and agree
with it.

F5's Terms and Conditions

This application does not collect any
personal data that will be transferred
to the licensor, F5 Networks. Any data
is collected by and remains with the
company that owns and/or licenses the
BIG-IP product and software. By
clicking on the agree button below, you
confirm that you are old'er than 16 uEG Access” Would Like to
years and consent to F5's End User .
License Agreement and its terms and Send You Notifications

conditions, including the handling of Notifications may include alerts,
data sounds, and icon badges. These can

be configured in Settings.

View Terms | Agree I Don't Allow Allow
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(3) Tap “Add New” on the connecting screen.

F5 Access

C

Enterprise VPN
Configuration | Add New I
Status Disconnected

(4) Fill in configurations as follows and tap “Save”. You can set any name as “Description”.

Cancel Configure @

Descriptionl Sophia VPN I ®

Server van.cc.sophia.ac.jp I @

Web Logon @ @

Use Certificate

Connect On Demand

(5) A confirmation dialog will appear, and tap “Allow”.

-
\

“F5 Access” Would Like to Add
VPN Configurations

All network activity on this iPhone
may be filtered or monitored when
using VPN.

Al A
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(6) Use Touch ID or Passcode and add VPN configurations to iOS.

Try Again Enter iPhone Passcode
Add VPN Configurations Add VPN Configurations
O O O O

Enter Passcode

Cancel

(7) Tap “Connection” and enable VPN.

F5 Access

C

Enterprise VPN
Configuration Sophia VPN
Connection | Q
Status Connecting -,

(8) Enter Login ID (faculty/student ID number) and password (as to the ICT account) and
click “Login”.

SOPHIA UNIVERSITY

Integrated Authentication System
HEOTRREES A T L

NKAT—REBNEARUTOUYZZ27 )y o
Click the link if you have forgotten your password.
HAEE/English
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(9) When the ‘One-time code’ input screen appears, enter the one-time code and click ‘Login’.

) LRk

SOPHIA UNIVERSITY

Integrated Authentication System
BEATRBAE S R T &

ToH4L0—K (One-time code)

*O71 DI TERWESRERECESHAVEDELLLET W,

XIf the screen with the QR code displayed in the bottom right appears, make sure to
display the QR code on your PC or another device and scan it using the ‘Authenticator’ app
to generate a one-time code.

W LEAY

Please refer to the manual below for details on multi- Integrated Authentication System
factor authentication. AR R F 2
https://ccweb.cc.sophia.ac.jp/en/manual/other/loggin P N
g-into-the-integrated-authentication-system/ jji;o’jn—e;—f:l"u:;:bif%%f‘

Authenticator to activate your account.)

. BT Y TMicrosoft Authenticators E-1 2 k
JLLTLREW,  (Please install the app "Microsoft

Authenticator” on your mobile.)

o

L TPV avEHEE, NI FEAF T2 LET,
(Open the application and scan the barcode:)

QRIA—KHFEHABEWEEITES YUY S (Unable to
scan?)

(10) Once the VPN connection is complete, the status will change to ‘Connected’.

Fo Access

C

Enterprise VPN

Configuration Sophia VPN

Connection

Status I Connected: 00:00:02 I
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5.2. After Installation.

Launch the F5 Access App, tap “Connection”, and enter your password.

5.3. Trouble connecting.

(1) Tap the 'Settings".

L% i L0

Connection Statistics Settings

(2) Swipe left to “Delete”.

Settings

Enterprise VPN

s
VPN
rpn.cc.sophia.ac.jp @ Delete

Add Configuration...

(3) Start the client app, then follow step (3) in 5.1 '5.1 Installation' (p.19) to connect.
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