eduroam JP Federated ID Service
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1. Overview

The “eduroam JP Federated ID Service” is a service provided by NII (National Institute of
Informatics) that issues account for members of educational and research institutions
to connect to the wireless LAN (Wi-Fi) when visiting organizations participating in
eduroam, both in Japan and overseas.

Issued accounts have expiration periods (up to 3 months for students, up to 12 months
for faculty and staff). Up to 5 accounts can be issued at the same time. Please issue a

new account yourself when renewal is needed.

2. Account Issuance

@ Access the service (SP) provided by the Academic Access Management Federation.
eduroam JP Federated ID Service Login Link (Japanese only):
https://federated-id.eduroam.jp/

@ Open the above URL and click “Login”.

e OJ1>/login @ GakuNin)



https://federated-id.eduroam.jp/

@ Select “Sophia University” from the list of institutions or enter it directly.

@ GakuNin»

Select your Home Organisation

In order to access a service on host 'federated-id.eduroam.jp' you must authenticate
yourself.

Select the Home Organisation you are affiliated with p Select
Reset

] I 1on.

Remember selection permanently and bypass the WAYF service from now on.

‘GakuNin provides innovative, unique internet services for the Japanese universities and
internet users.

@ GakuNin)
Select your Home Organisation

In order to access a service on host federated-id.eduroam.jp"' you must authenticate
yourself,

ISophia University] | Select

Remember selection for this web browser session. BEscL

Remember selection permanently and bypass the WAYF service from now on.

°GakuNin provides innovative, unique internet services for the Japanese universities and
internet users.

@ The Integrated Authentication System login screen will appear. Enter your ID and
Sophia ICT account password. If prompted for a one-time code, enter the code and
click [Login].

) LRR o LAY

SOPHIA UNIVERSITY

SOPHIA UNIVERSITY
Integrated Authentication System Integrated Authentication System
Lol > AT A WAL A T

25 ATd—E (One-time code)

Login

Click the link if you have forgotten your password. HOTA A TERNESESIES CHMLEDE a0,

B #38/English




® When the screen changes, select the required items and click [Agreel.

SOPHIA UNIVERSITY

Integrated Authentication System
AL AT L

The service you are trying to access:
eduroam)P SBELEEIDY—EXZ
Description provided by the service:

2R & E# UlzeduroamBIDRITH — B X

Information that will be sent to the service

[¢] Sophia University

eduPersonAffiliation staff

®) Check again on your next login

Do not show the consent screen again unless the submitted values
change

Disagree




® When the screen shown below appears, click ‘New ID/Password Account’.

eduroamJPERELEEIDY —E X X= 21—/ Menu

O/ 2/1D: ENTTFIB3CIINZYTTUUBDG 73VKEHAMUAR

FANAT AT FFETLRES

#3RID/Password 7 A7 > k34T [ New ID/Password Account
H1TE#&ID/Password 7 h o > - OFEFERE L TFET [ Issued and revoke ID/Password
(BITBEATHT> FE1ssued 0 - B3 7 H T > #/Valid 0)

o FFRSIEAS[EAP-TLS| 7 H ™ > +¥1T [ New Certificate [EAP-TLS] Account
o HI{THAMIAZ TN Y > [EAP-TLS|DEEERE & U5 / Issued and revoke Certificate [EAP-TLS] Account
(BITEATH T FE1ssued 0 - BT HT > b#/Valid 0)

@ After reviewing the Terms of Use, tick ‘Agreed’, and click ‘Proceed’.

ID/Password®iT

H—EXF A / Terms of Use

TFREOS—-EAFFEFNCEBELEZLT, THBLEFET] (CFIvIEANT NED] RYZRLTEE.

REHETIRBEEA 58 - AT LAHEHEME EERFmeEm (LT TR &
W3, ) HEHT S leduroam JPEEEDEMKIDY —ER] (BITF. T&H—ER] &0
3. ) ZHET3ICHREY. AT —EAOABE#RRAS SJURIEE (LT, TREE] &0
3. ) MEFITAFTBEEEEHDIEDTT .

2. H—EA0EE

A= —E 21k, FIREEOR) VICETW TeduroanEFIAT3=0ICUEE RS, IDBL
UINAT—F%E (LT, leduroamZZEFIEsR] &\W\D, ) 2RIT93E0THY. LUTOH
EERHBUET.

< eduroamP 7 EARA 2 FEN L TR Y M T—2(T8E T Sz DeduroanziIERZ=
BAECH L THBEEREL THRITT DieE

- eduroamP 7 EZANA 2 FERET 2FEEES SV EISPE (BUF.  leduroamt@ it
B &EW3, ) IZBWT. eduroan? 2 EARA 2 b CET—E R TRITEI N Zeduroans?
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I| 1D/PasswordFE{TICHELD / Proceed |I




Specify ‘Since’ and ‘Duration’, then click [Next].

ID/PasswordHiT

B ZhHAREYE / Duration of Use

0%« >1ID / Login ID:
ROAFHI> M [ Issued: 2
EH;2H / Date of Issue (Today): 2026-01-14

BihEESIEE L T <2 &0 / Duration of Use

FIEEEA / Since: [2026 v F(Y)[1 v BA(M) |14 v|H(D)
FIAHIRE / Duration: |1B8(days) ~
FHIZ bAE [ Note: |

|_ FEZ | Next | | U4rw I / Reset |

@ After confirming the item details, click [Submit].

BzhEAR = L T <72\ / Duration of Use

FIRERBEER / Since: 2026-01-14 00:00:00+0900
FIB¥THE / Until: 2026-01-14 23:59:59+0900
FIBAEAR / Period: 18 (days)
FhHI2 b AE [ Note:

| EE / Submit | | E® [ Back

@ Account information will be displayed.

EAEEAZA / Duration of Use

FIABIRBE / Since: 2026-01-14 00:00:00+0900
FIB¥THAE / Until: 2026-01-14 23:59:59+0900
FFETIBERAR / Period: 18 (days)

FHIZ B AE [/ Note:

eduroam¥” > ME#E / Account Information

eduroam ID: ( )

eduroam Password: ( )
(CoOTHS> FHFIRTE3OERTERADFH TI/This account is not for other than the issuer)




3. Account Verification

@ Login to the ‘eduroam JP Federated ID Service’ and click ‘Issued and revoke
ID/Password’ from the menu.

eduroamJP:EsLE#IDHY —E X X= 21—/ Menu

47 - >~1D: ENITFIB3C3INZYTTUUBDGTIVKEHAMUAR

FAAT AT FETERES

Mew |[D/Pa
B8 & UL / Issued and revoke 1D/Password I
J =¢/Valid U)

worc Accoynt

H{TH

E1TIAd : - BRI =~

o FTFRIFEAE([EAP-TLS]| 7 h 7 > b 31T / New Certificate [EAP-TLS] Account
o BITHEAHIABAET HD > H[EAP-TLS|OEEES L 143 [ Issued and revoke Certificate [EAP-TLS] Account
(BITBATHo > b8/Issued 0 © BETF o2 REYValid 0)

@ Issued Accounts will be displayed.

ID/PasswordHiT

RITBEHFPHDO> M—E / Issued Accounts

w8 / I saseword FIERIEE / | FEETH / | SEs/ 7’;:7" AEEE /
Revoke Since Until Log Note Edit Note
Bsophia. f. eduroam. jp (
] ( 2026-01-14  [2026-01-14 |[ m=m | [ wadty |
) )
@sophia. f. eduroam, jp n—
( 2005-12-15  [2026-01-14 || m=m | %ﬁh” [ wodty
) )
@sophia. f. eduroan. jp 2025-10-13 [2025-11-12_| |72t e ] |
‘_ 43hd 3 / Revoke |

FHDY bEEDHEESHESE, FIvIEAMNT IEH93] RYVERBLTIIZEL.




4. How to Connect
4.1 Windows

@ Select ‘eduroam’ in the order shown below.

3 > ©>
& WiFi @
ERATaE Bluetooth VPN
%@ eduroam
g o
= o
- sophiawifi2019
BHE-F PrEEUTA ‘| sop
s 4@ aterm-63dfee-a
- «f aterm-1022ec-a
O
e «§ aterm-3714f2-a
dx @ > —~
More Wi-Fi settings
D 0% V2

4 15:07
A & A @ @D 023/06/02

@ Click [Connect], enter the account information obtained in ‘2. Account Issuance’, and
click ‘OK’.

& WirFi @ L @

eduroam

= e
%@ sophiawifi2019 Connecting

Enter your user name and password

s\
”?ﬁ eduroam
Secured L‘mr' name

D Connect automatically Password

Cancel

® When ‘Continue connecting?’ is displayed, click [Connect].

Connection is complete when ‘eduroam’ shows ‘Connected’.

’r;::a eduroam
Secured & WI-Fi c

Continue connecting?
If you expect to find eduroam in this location, "?a eduroam ®

go ahead and connect. Otherwise, it may be Connected, secured

a different network with the same name. |

Show certificate details 3

| Disconnect

—
B ?ﬂ SophlaWIf|201 ?

7




4.2 Mac
@ Click the Wi-Fi icon, and then click ‘Wi-Fi Settings’.

] (@ o)
Wi-Fi

Known Network

© sophiawifizo19

Other Networks

@ Hover over ‘eduroam’ and click ‘Connect’.
< > Wi-Fi

= Bh ©
- Set up Wi-Fi to wirelessly connect your Mac to the internet. Turn
on Wi-Fi, then choose a network to join. Learn More...

sophiawifi2019 & 7 Details..
® Connected

Known Networks

ICT=jimu01 a= o
v sophiawifi2019 a= o
Other Networks

aterm-1022ec-a 8 =0

aterm-3714f2-a 84 s O

aterm-63dfee-a 8 = ©

eduroam = ®

® Enter the account information obtained in ‘2. Account Issuance’, and click ‘OK’.

P~ Select a certificate or enter a name and password for
network "eduroam"”

Identity None ¢
Account Name |
Password

Remember this information [ @)




@ If the following message appears, click [Continuel.
@ Verify Certificate

—~ Authenticating to network “eduroam”

Before authenticating to server “federated-id.eduroam.jp”, you should examine the
lg server's certificate to ensure that it is appropriate for this network.

To view the certificate, click ‘Show Certificate’

? Show Certificate Cancel

® If the following message appears, enter the login password for the PC.

N
Ll
eaptlistrust

You are making changes to your
Certificate Trust Settings.

Enter your password to allow this.

—_ L

Password

I Update Settings |

Cancel

® Connection is complete when ‘eduroam’ shows ‘Connected’.

< > Wi-Fi

PN WiFi C

Set up Wi-Fi to wirelessly connect your Mac to the internet. Turn
on Wi-Fi, then choose a network to join. Learn More...

eduroam 8@ & Details..
® Connected



4.3 i0OS
@ Tap ‘Settings’ on the iPhone, then tap ‘Wi-Fi’.

Airplane Mode

wiFi — A

Bluetooth Not Connected

Cellular

Personal Hotspot Off

@ From the Networks section, tap ‘eduroam’.

——
*

Wi-Fi

Connect to Wi-Fi, view available networks, and
manage settings for joining networks and
nearby hotspots. Learn more...

Wi-Fi " @)
8= 0

v/ sophiawifi2019

Networks

eduroam

Other...

)
©

@ Enter the account information issued in ‘2. Account Issuance’, then tap the “v”
icon.

Join “eduroam”
Enter the password to join this
Wi-Fi network.

Username

Password

10



@ After confirming that ‘federated-id.eduroam.jp’is displayed under [Certificatel],
tap ‘Trust’.

" f \
X Certificate Trust
u

federated-id.eduroam.jp
A | Issued by NIl Open Domain CA - G7 RSA
Not Trusted

Expires 2026/10/25, 20:03:12

More Details

® Once connected, a check mark appears to the left of ‘eduroam’.

L 4

Wi-Fi

Connect to Wi-Fi, view available networks, and
manage settings for joining networks and
nearby hotspots. Learn more...

Wi-Fi " @)
a8 =0

v/ eduroam

11



4.4 Android

@D Tap Settings — Network & Internet — Internet in this order.

Network & internet

Q Search Settings

Internet
letworks available

o LBEAPEERATLE

Google services and preferences

L
» Network & internet
Mobile, Wi-Fi, hotspot

@ Connected devices
Bluetooth, pairing

SIMs

Add a network

Airplane mode

Hotspot & tethering
Off

@ If within the campus Wi-Fi area, ‘eduroam’ appears in the list of available
networks. Tap it.

Internet

Use Wi-Fi

Networks

sophiawifi2019
Saved / Auto-connec

off

—

eduroam

12



@ After setting each item to the values shown below, tap ‘Connect’ at the lower
right.

EAP method PEAP

Phase 2 authentication MSCHAPV2

CA certificate Use system certificates

Minimum TLS version TLS v1.0 (Keep the default setting)
Domain federated-id.eduroam.jp

Identity ID issued in ‘2. Account Issuance’
Anonimous Identity Leave this field blank

Password Password issued in ‘2. Account Issuance’

eduroam

’hase 2 authentication
MSCHAPV2 v

CA certificate

Use system certificates v

Minimum TLS version

TLSv1.0 v

Online Certificate Status
)omair

federated—id.eduroam.jp|

dentity

@sophia.f.eduroam.jp

@ When connected, ‘eduroam’ changes to ‘Connected’.

< Internet
Wi-Fi

Use Wi-Fi

eduroam
Connected

13



5. Obtaining a New Account / Troubleshooting

If a new eduroam account has been obtained or if the connection fails, delete the
eduroam configuration and set it up again.

5.1 For Windows

@ Open Wi-Fi settings in the following order.

2 2 > ®> & WiF Ol
Wi-Fi Bluetooth VPN
Wi-Fi is off
e 9 ® >
Turn on Wi-Fi to connect to an available Wi-Fi
Airplane mode Accessibility network.
Turn Wi-Fi back on
D> Manually
Kol
dx @ 8>
w £ / 283 @

N 4 3:17 PM
N & ENG"“'} 6/2/2023

@ Remove “eduroam” from “Manage known networks”.

€ = Setings = B
< - o X
= S * > Manage known networks
- s Wi_E
Network & internet > Wi-Fi Koo metorke L —
Filter by:  All
D WiFi off @
Add a new network
Turn Wi-Fi back on Manually
sophiawifi2019 Forget >

»@

% eduroam

:= Manage known networks

Add, remove, and edit networks

® Restart the PC and set up the eduroam again.

7
3 Sign-in options

H D Sleep
() Shut down

14



5.2 For Mac

@ Click the magnifying glass icon at the top of the screen and enter ‘key’.

When ‘Keychain Access’ appears, click it.

Manage Your Passwords in the
New Passwords App

Use the Passwords app to manage your
passwords and passkeys, set up
verification codes, and view security
recommendations to keep your accounts
safe.

Open Passwords

Open Keychain Access

Do not show this message again

® Enter the login password for your PC.

o

Keychain Access

Keychain Access is trying to access
information saved in your keychains.

Enter the password for the user “Sophia
ICT Office” to allow this.

15



@

®

Click ‘System’, then enter ‘eduroam’ in the search bar, and click ‘eduroam’
using a two-finger click. (If it does not appear, proceed to step @).

M
bo e Keychain Access U © I Q eduroam

All ltems Passwords Sec y Certificates Keys Certific
o' login
& iCloud "TX Password
unt: ab123456

Where: com.apple.network.eap.user.item.wlan.ssid.eduroam

Modified: Nov 14, 2025 at 16:06:12
6 System '
@ System Ro Name ~  Kind Date Modified Expires

/ eduroam 804 jord Nov 14, 2025 at 16:06:12
/7 eduroam AirPoit "Nosword Apr 16, 2025 at 11:00:51

Select ‘Delete “eduroam”’, and when the pop-up appears, click [Deletel.
Confirm that ‘eduroam’ has been removed, and then close Keychain Access.

Where: com.apple.network.eap.user.item.wlan.ssid.eduroam
Modified: Nov 14, 2025 at 16:06:12

eduroam [
Kind: 802.1X Password 2
Account: ab123456
o0 1
y

Name ~  Kind
L L, edurcam —————esaeknteee “— Are you sure you want to delete
/.. eduroam Copy Password to Clipboard rd

“eduroam”?

S—
Delete “ed 5
.
:

Click the Wi-Fi icon, and then click ‘Wi-Fi Settings’.

% @ ¢ <)
Wi-Fi

Known Network

© sophiawifiz019

Other Networks

Click the “-’ next to ‘eduroam’, and select ‘Forget This Network’.

Known Networks

eduroam a= O

v Auto-Join
v sophiawifi2019 a=

Copy Username
Other Networks Copy Password
Network Settings...

aterm-1022ec-a &= Forget This Network... ]

16



When the pop-up shown below appears, click ‘Forget’.

Forget Wi-Fi Network 1
“eduroam”?

Your Mac and other devices using
iCloud Keychain will no longer join
this Wi-Fi network.

h_

Cancel I Forget

)

©® Restart the device, and then set up eduroam again.

@ Finder File Edit View Go Wi

About This Mac ,

System Settings...
App Store... 5 updates

Recent Items >
Force Quit Finder Xo®O

Sleep

‘

- Shut Down...

Lock Screen ~EQ
Log Out Sophia ICT Office... 4¥Q

17



5.3 i0S

@D In the Wi-Fi settings, tap the ‘i’ icon next to ‘eduroam’, then tap ‘Forget This

Network’.
4 eduroam
L 4
Forget This Network
Wi-Fi
Connect to Wi-Fi, view available networks, and uto-Join
manage settings for joining networks and
nearby hotspots. Learn more... Username esesccsecesessRRRORe

Password seccsssssese

Wi-Fi

v/ eduroam ) .

@ Restart the device and then set it up again.

@ ver off

5.4 Android
@ In the Internet screen, tap the gear icon next to ‘eduroam’, then tap ‘Forget’.

, < Network details
<  Internet
-
L]

eduroam
Use Wi-Fi nected

X
eduroam o
il : Forget Disconnect

@ Restart the device and then set it up again.

©)

Power off Restart

18



