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At Sophia University, system logins are conducted via an Integrated Authentication System
(Single Sign-On, hereafter referred to as SSO) that incorporates multi-factor authentication.
Multi-factor authentication enhances security by requiring additional authentication information
beyond just an ID and password. It is necessary when accessing internal systems from
external networks.

Note: Multi-factor authentication is not required when using the campus network (such as
sophiawifi2019).

As of February 2026, the systems that use the Integrated Authentication System include:
Sophia Mail

Loyola

My Sophia

Moodle

CalLabo MX

Self-Learning Portfolio

My OPAC (Library OPAC)
Mailing List System

Zoom

VPN

Certificate Issuance System
Career Center System
Medical Checkup Results

As of February 2026, the individuals subject to multi-factor authentication (MFA) are as
follows:

® Faculty and Staff

® Students(including those in Junior College Division)

® Professor Emeritus



1. MFA for the Integrated Authentication System

Starting August 29, 2025, Multi-Factor Authentication (MFA) has been implemented for logging into
the Integrated Authentication System (Single Sign-On/SSO).

Multi-Factor Authentication enhances security by requiring additional authentication information
beyond just an ID and password. Authentication is performed by entering the one-time code
displayed in the dedicated app installed on the user’s personal smartphone.

To enhance information security, multi-factor authentication was fully implemented on February 26,
2026.

The procedure for enabling multi-factor authentication is outlined below.

For instructions on how to log in using MFA after it has been configured, please refer to the section
titled "Preparation”.

2. Preparation

To log in to the integrated authentication system, a smartphone is required.
If you do not have a smartphone, please contact the ICT Office.
Please install the “Microsoft Authenticator” on your smartphone:

. GETITON .
® Google Play




3. Login Procedure

3.1.For the First Login

The following steps explain how to log in to the Integrated Authentication System for the first time
after multi-factor authentication has been introduced.

For the initial setup, both a PC (to display the QR code) and a smartphone (to scan the QR code)
must be prepared, as the QR code displayed on the screen needs to be scanned.

Required Items

aro
B U

Device to display the QR code Device to scan the QR code
(e.g., PC) (e.g., smartphone)

#¢As scanning the QR code is required, separate devices must be prepared for displaying
and scanning.

(1) Access the ICT Office website at
. . ICT OFFICE PCHE
https://ccweb.cc.sophia.ac.jp/en/
and click the system icon to log in. B o-ronria 0 R o
Loyola is used as an example I wicrosonisss mmanzas o [E] #znmun
here, but the process is the same B woosonses sseris o
for all systems.
y [ vocae o OTHERS
E Sophia Web Print(2P4& v F7—2IVPNEEH) o | omia  LOYOLA o
E VPN = Iﬂ HATEEA LT UE 0
(2) The integrated authentication login
screen will appear. Enter your ID v LERY
(faculty/staff number) and Sophia e
Inlvgr;lh‘(l Authentication \)’\lenl
ICT account password. WADE S %7 L.



https://ccweb.cc.sophia.ac.jp/en/

(3 A QR code will be displayed. At this

@

®

point, DO NOT scan the QR code

with your smartphone's camera

app.

% The QR code is shown only
during the first login. From the
second login onward. Please
refer to page 8. Section “3-2.
After the First Time.

*If a new QR code is required,
refer to page 13, “3.4 Resetting
the One-Time Code”.

Launch the “Authenticator” app on
your smartphone.

When the app opens, tap “Accept”
on the screen.

SOPHIAUNIVERSITY

Integrated Authentication System
MRS AT 4

TR NEERICT BT EE L - AT
T—5—oty bFuITHEET (You need to

set up Mobile Authenticator to activate your
account.)

D5 A3~ F (One-time code) *

F) A ZE (Device Name)

&
@
.\

Microsoft respects
your privacy

We collect required diagnostic data to keep
the app secure and updated. This does not
include any personal data.

Microsoft Privacy Statement




(6) Tap “Continue”.
(o Ay m S

Your data, your privacy

We collect essential diagnostic data to keep
the app secure and up to date. This data
doesn't include personal information.

Help improve the app
Share additional non-personal data to improve the
app. Turn it off anytime in Settings. Learn More

Share additional data

Microsoft Privacy Statement

(7) Tap “Scan a QR Code” or the QR
code icon.

& Add work or school account

(]

Authenticator

82 Scan QR code

Add personal Microsoft account

A message will appear asking for For iOS For Android
camera access. Select “Allow” or -

“Only this time”. -

L& Allow Authenticator to take

pictures and record video?
4 “Authenticator” would like to >
access the Camera. \While using the app

May be needed to scan QR code to
add a new account Only this time

[ o )




(9 The QR code scanning screen will
appear. Scan the QR code
displayed on the Integrated
Authentication System.

Once the QR code is scanned, a
one-time code will appear under
the “sophia” entry in the Microsoft
Authentication app. Enter this code
in the “One-time code” field and tap
“Submit”. Entering a device’s name
is optional.

*No space between the two
three-digit groups.

1D Authentication is complete, and
you will be logged into the system.

Scan QR code

) LRk

Integrated Authentication System

ORI 27 &

TR NEERCTBICEFE/ AL - A>T
T—S—Qy bPYTHYETT, (Youneedto

et up Mobile Authenticator to activate your

Your account provider will display a QR code

Or enter code manually

2514 ha—F (one

F/A 2% (Device Name)

= Authenticator

sophia

927 154 7

) LR

5 SOPHINUNIVERSITY

Integrated Authentication System

M RIS 27 4

FHI N EAERICT BICHE) AL -
T4ty b7y THEETY.
set up Mobile Authenticator to activ

D244 KI—F (Onetime code) *

F/UIZE (Device Name)

LoYoLQ = gl i ol

o R4 a5 3 iy a6 ;
Wik | s nirese M maGR AR TR SREm LKOME Uveos SR ook wmaws srecr Sow  wr  ememn
£ s L% T T " TR e

O BESY () ERSU () ) SNSWERE) | BESE 0SER) O 87 - o) ) [T ) )
@ LoyoleHsndicok (BXRR) | | WESRSStES

) £<@IAZa— a9
& S5/ Notice




3.2. After the First Time

The following are the login steps for subsequent login.

(1) Access the ICT Office website at ICT OFFICE PCHE
https://ccweb.cc.sophia.ac.jp/en/ o [ o Wi s
and click the system icon to log in. o [ o [E newnas
Loyola is used as an example

ﬂ Microsoft36s S£O074>» ]

here, but the process is the same
for all systems. L 0 OTHERS

@ Sophia Web Print (P14 b7 —ZIVPN#H) ] I

weo  LOYOLA
ﬂ veN o E EATERA—LTHUF
(2) The Integrated Authentication -
Login screen will appear. Enter W)
your ID (S_’(Udent/faCU“y number) Integrated Authentication System
and Sophia ICT account password. Wiriak s 27 4

(3) The screen for entering a one-time
code will appear. Please open the
Microsoft Authenticator app on Integrated Authentication System
your smartphone and check the FOTALS 272
code.

v LB

SOPHIA UNIVERSITY

>4 s0— R (One-time code)

¥OJ- > TERMBERERE CHBHVADE S IZE,

(4) Enter the one-time code = Athoraicator
displayed in Microsoft
Authenticator app into the scphie
“One-time code” field. =
*No space between the two 927154 -
three-digit groups.

SOPHIA UNIVERSITY

Integrated Authentication System
ST R A

294 L J— K (One-time code)
‘ 927154

*OJ4 N TERVSSEEESCSHVEDE L,



https://ccweb.cc.sophia.ac.jp/en/

(5 Authentication is complete, and

you will be logged into the system.

0}

) ERAE () BNAT MR
Loyoiandoonk (EXRA)

5 (Gl <
i ) iy a4
i fd) Y i " 7ES
) ERAT(ERE) ) XA ERWA) O 6F . 11 Loyolandbook (F4) | ) LoyclaHandbock () () LoyodHanchook (EXE)
) WESNMI-URES

3.3. When the Initial Configuration Fails to Load

®

Using a different web browser
from the one initially used (such
as Safari or Google Chrome), or a
new browser tab, access the ICT
Office website
(https://ccweb.cc.sophia.ac.jp)
After selecting an application, the
Integrated Authentication System
login screen appears. Enter the
ID (student/faculty number) and
the password for the Sophia ICT
account.

A QR code will be displayed.

At this point, please do not scan
the QR code using your
smartphone’s camera app or any

other scanning application.

v LAy

Integrated Authentication System

Hoaats 27 4

o LRk

7 SOPHIA UNIVERSITY

Integrated Authentication System

MGy 27 4

FHIY NERBICT BIEEE L - A—t T
s—&—oty bFYTHIEETY, (Youneedto

set up Mobile Authenticator to activate your

D294 LI—F (One-time code) =

T/ A% (Device Name)



https://ccweb.cc.sophia.ac.jp）

(3) Please check your smartphone

while leaving the computer screen = Authenticator CU
asitis.

First, delete the one-time code sophia

you initially scanned. I : Remove
(It is safe to delete any incorrectly 147 957 o <Swipe

displayed codes.)

*For iPhone

1. Swipe the code that is
displayed.

2. Tap ‘Remove’.

»¢For Android Authenticator
1. Tap the ”>" icon.
2. Tap the gear icon. s SoPhie
3. Tap “Remove account”.

S0 sophia

01037946

& Account settings

Account name sophia

(4) Display the screen for scanning
the QR Code ‘_‘ Add work or school account
¢For iPhone ( ——
Tap “Scan a QR code” or the QR |%&=
COde ICOI”I Add personal Microsoft account

10



»&For Android Authenticator
1. Tap “Add account” or “+”.
2. Select “Work or school
account”.

3. Select “Scan a QR code”.

Let's add your first account!

For further assistance, see the Help
section in the menu.

&  Add account

= Personal account

@ Work or school account

Other account (Google, Facebook, etc.)

BE’ Scan a QR code

p, Sign in

A message will appear asking For iOS For Android
for camera access. Select .
“‘Allow” or “Only this time”. ‘ 5

; U Allow Authenticator to take

F sauthenticator” would like to ’ pictures and record video?

access the Camera.

add a new account

|
Don't Allow Allow

11



The QR code scanning screen
will appear. Scan the QR code
displayed on the Integrated
Authentication System.

S L ) e 2

gy LR

%7 SOPHIN UNIVERSITY

Integrated Authentication System
Mk Y 2T L

FHI N E/ AL - AT
2= to

will display a QR code

Or enter code manually

T¥F1 3~ F (Onetime code) *

F/SARE (Device Name)

Once the QR code is scanned, a = Authenticator Q +
one-time code will appear under ,

the “sophia” entry in the Microsoft D

Authentication app. Enter this 027 154 "

code in the “One-time code” field
and tap “Submit”. Entering a

device’s name is optional. ) Lk

*No space between the two N M .
- ntegrated Authentication System

three-digit groups. PR

D254 LI—F (One-time code) *

F/X{Z# (Device Name)

12



3.4. Resetting the One-Time Code

Resetting the one-time code is required in the following cases:
® Smartphone (device with the Microsoft Authenticator app installed) has been replaced
Smartphone (Microsoft Authenticator app installed) has been lost

Settings within the Microsoft Authenticator app have been deleted

o
® Microsoft Authenticator app has been uninstalled
[
[

Reconfiguration of the one-time code is necessary for any other reason

(D Log in to the Integrated Database.

https://idb.sophia.ac.jp/sophiaDBunion/en/login

X If two-factor authentication for the Integrated Database has not been completed,
complete the setup first by following the steps in “this quide”.

(2) Click “Reset Authenticator App”.

(3) Click “OK’".

(4) Click “Close”.
Please wait about five minutes for the process
to complete before proceeding to the next step.

13

o SOPHIA U

Integrated Database System

Change Password Sophia Integrated Database System
Register Reminder Welcome to Sophia Integrated Database System.

You can configure the following settings on this

Change Email Address .
If you can't find the menu, please tap or click thg

Reset Authenticator App -Change your password

-Change your Sophia Mail address
-Reminder Registration

Logout ) o
Important notice/updated information is availab]

URL : https://ccweb.cc.sophia.ac.jp/

Sophia University ICT Office Bldg.No.2,3F #314
Email: ict-support@sophia.ac.jp

Reset Authenticator App

This will reset the Authenticator settings registered in the
Integrated Authentication System (Single Sign-0n).

After the reset, a new QR code will be displayed when you log in to
the Integrated Authentication System, allowing you to set up your

Authenticator again.
Cancel I OK

Application Submitted

Your request to ‘Reset Authenticator App’ has been received.

The process may take a few minutes to complete. Please wait until
it finishes.

Once the process is complete, a QR code will be displayed when

you log in to the Integrated Authentication System.
I Close



https://idb.sophia.ac.jp/sophiaDBunion/en/login
https://ccweb.cc.sophia.ac.jp/en/userguide/password/idb-2fa/

(5) Return to “3.1. For the First Login” and complete the setup.
*If old settings remain in the Microsoft Authenticator app, delete them using the steps below.

(1) Open the “Authenticator” app on the
smartphone.

(2) Delete the old settings.

= Authenticator

<Swipe’ | |

383 669 &

(3) If a warning appears, click ‘Continue’.

14



4. Multi-factor Authentication Using Only a Smartphone

Although it is strongly recommended to complete the setup described in “3.1 For the First Login” the

following method can be used when the setup cannot be performed due to circumstances such as only
a smartphone being available.

Please note that this method requires switching between applications on the smartphone during the setup
process; the procedure is more difficult to complete.

(1) Launch the Authenticator app and tap é

[+] at the top of the screen.
(Do not connect to “sophiawifi2019”
at this time)
e.g., use 4G/5G or home Wi-Fi
(2) Select [Other (Google, Facebook,

Facebook, etc.)].

WHAT KIND OF ACCOUNT ARE YOU ADDING?

= Authenticator

Personal account

Work or school account

g Other (Google, Facebook, etc.)

Iilll [ ] |

<&  Add account

= Personal account

At
(=) Work or school account

(@) Other account (Google, Facebook, etc.)

(3) Select [Enter code manually].

Scan QR code

Your account provider will display a QR code

Enter code manually

15



@ The “Add account” screen will appear.

® Without closing the Authenticator

®

@

screen, access the ICT Office website
at https://ccweb.cc.sophia.ac.jp

and click the icon for the system to be
logged into. In this manual, Loyola is
used as an example, but the procedure
is the same for any system.

When the Integrated Authentication
System login screen appears, enter the
ID (student ID number or faculty/staff
number) and the Sophia ICT account
password.

Tap [Unable to scan?].

Safari

®

Google Chrome

e

Microsoft Edge

@

Firefox

4 Add account

OTHER ACCOUNT

Account name

Secret key
Finish
ICT OFFICE PCHE
m AT =Ko A= AT FL o AEAL S~ o
E Microsoft3és HEEOYA > (&) E HEFAKR
Bl werosotisss wxaz4s ©
m Moodle o OTHERS

E Sophia Web Print(£/1:4.y k7= IVPNER) [0

E VPN

=

5}

Iﬂ EAPEBF LTI

16

9 LRXT

ROPHIA UNIVE

Integrated Authentication System
ks A 7 4

*QRA— KRR AAXZ 7 7Y TI3% <. Authenticator?” 7') H
SHMAHEBEVWLET, (The QR code must be
scanned with the Authenticator app, not with the
smartphones camera app.)

-Elhm.

QRI—RAFEHAHBRWBEEZZEZ Y v (Unable to
scan?)



https://ccweb.cc.sophia.ac.jp/

Copy the displayed key and paste it
into the Secret key field in the
Authenticator app. Enter “Sophia” or _
the student/faculty/staff number as the = ,;;;stc SRR
account name, and then tap “Finish”. QR}LZﬁ P

3. P7UT—2a s TRETES

2. P7UT—vavERAE ¥F—2AHLET . (Openthe
plication and enter the key:)

P

Google Chrome

%7, (Use the following conf

e

application allows setting then

Microsoft Edge &+ 7 (Type) : BRI~ —2 (Time-based)

FILTYZX L (Algorithm) : SHAT
#i1 (Digits) : 6
Firefox [ (Interval) :30

6

4. Authenticator? 7 IKRRESNIcT ¥4 LOA—KEAN
L. BEEEIVUyILTEY RFPYFERTLET, (Enter
the one-time code displayed in the Authenticator app and
click Submit to complete the setup.)

THARABEAALTES W, () (Provide a Device

Name to help you manage your OTP devices)

Add account

OTHER ACCOUNT

Account name

Sophia

Secret key

Finish

Paste it

17



After completing the setup, an <For iPhone >
entry labeled “Sophia” or the

. Jl Tap the six-digit code
student/faculty/staff number will e —

appear in the Microsoft _ to copy it
Authenticator app. @ sophia
927 154

Copy the displayed code and
paste it into the “One-time
code” field, then tap [Submit].
Entering a “Device Name” is
optional.

Paste it into the

*For iPhone

1. Tap the six-digit code to copy it.
2. Open the web browser and
paste the code into the One-time | coogecrrome

code field. X
3. Tap [Submit].

One-time code field

o
4
g

754 LJ—F (One-time code) =

FIAZE (Device Name)

Microsoft Edge

@

Firefox

»¢For Android  <For Android >
1. Tap the entry labeled “sophia”

or the student/faculty/staff )
number. e Authenticator

2. Tap the six-digit code to copy it.
3. Open the web browser and sophia
paste the code into the One-time S0

code field.

4. Tap [Submit].

sophia

sophia

Tap the six-digit code to
copy it

One-time password code

Paste it into the

One-time code field

Safari
=) (Provide & Device Name to help

TH4 LI—F (One-time code) *

®

Google Chrome

FIAZE (Device Name)

Microsoft Edge
‘ 4 Submit

Firefox ‘

e

18



Authentication is now complete, LOYOLO, s v ot o i
and access to the system is 8 AL e e o g e B SR ==
avallable' Qmmg:;:.zrl) v\wm::i!::fi BESYE 0BXER) O 8T - ) LoyolsHancbook (¥5) ;

For subsequent logins, please
refer to “3.2 After the First
Time”.

. Other

In cases such as changing a smartphone model, losing a device, or accidentally uninstalling
Microsoft Authenticator, a new QR code will be required. Please follow the instructions in “3.4
Resetting the One-Time Code” to complete the setup.

If you do not have a smartphone, please contact the ICT Office by email.

Regarding Multi-Factor Authentication applications other than Microsoft Authenticator, while
the ICT Office does not provide support for them, you are free to use them (e.g., Google
Authenticator, Duo Mobile).

However, please note that the user must resolve any issues that arise during initial setup or

use.
If the QR code for the initial setup is scanned but the code is entered incorrectly even once, or
if the setup screen is left open for an extended period, the QR code will be refreshed. If the
message “Invalid code” continues to appear despite repeated attempts, please follow the
instructions in “3.3. When the Initial Configuration Fails to Load” properly and perform the setup

again.

19
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